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Preface

Intended Audience

This document is intended for:
® Network engineers
® Technical support and servicing engineers

® Network administrators

Technical Support

o Company Website: https:/Mmwww.ek.plus/

e Consult Website: https:/www.ek.plus/contacto/

e Support Email: soporte@ek.plus

Conventions

1. Signs
The signs used in this document are described as follows:

© Warning

An alert that calls attention to important rules and information that if not understood or followed
can result in data loss or equipment damage.

A Caution

An alert that calls attention to essential information that if not understood or followed can result
in function failure or performance degradation.

U Note

An alert that contains additional or supplementary information that if not understood or followed
will not lead to serious consequences.

@ Specification

An alert that contains a description of product or version support.

2. Note
The manual offers configuration information (including model, port type and command line

interface) for indicative purpose only. In case of any discrepancy or inconsistency between the

manual and the actual version, the actual version prevails.
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1 Product Overview

The UC AX wireless LAN controller provides powerful access control capability for medium-large-sized

wireless networks.

1.1 Product Appearance

Figure 1-1 Front Panel of UC AX
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Figure 1-2 Rear Panel of UC AX
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@ Note

The nameplate is at the bottom of the access controller.

1.2 LED Indicators

LED State Meaning

Off The power module is NOT in the position or fails.
PR Solid green The power module is operational.

Blinking green The system is being initialized.
SYS Solid green The initialization process is complete.

Solid red The system sends out an alarm.
1-8 Gigabit | Solid green The copper port is connected at 10/100/1000 Mbps.
copper  ports
(link/ACT) Blinking green The copper port is receiving or transmitting data.
1-8 Gigabit | Solid orange The copper port is connected at 1000 Mbps.
copper  ports
(speed) Off The copper port is connected at 10/100 Mbps.
7F-8F Gigabit | Solid green The fiber port is connected.
fiber ports Blinking green The fiber port is receiving or transmitting data.
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1.3 Technical Specifications

Dimensions and

Weight S

Physical Dimensions | 440 mm x 200 mm X 43.6 mm (excluding foot pad) (17.32 in. x 7.87 in. X
(WxDxH) 1.72in.)

Rack Height TRU

Weight Net weight: 2.9 kg (6.39 Ibs.)

Port Specification UC AX

Fixed Service Port Six 10/100/1000Base-T Ethernet ports with auto-negotiation. Port 1 can
serve as a management port.

Two combo ports. When the electrical port works, 10/100/1000Base-T
auto-negotiation is supported.

Fixed Management | One RJ45 console port

Port Two USB ports
Status LED One system status LED
One power status LED
10 service port status LEDs
Button One power switch
One reset button
Power Sup.ply and UC AX
Consumption
Max. Power 40W
Consumption
Input Voltage 100 VACto 240V AC, 50 Hz to 60 Hz
Output Voltage 12V/333 A
Environment and UC AX

Reliability

Operating temperature: -10°C to +40°C (14°F to 104°F)
Storage temperature: -40°C to +70°C (-40°F to +158°F)

Temperature At a height between 3000 m (9842.52 ft.) to 5000 m (16404.20 ft.) above
the sea level, every time the altitude increases by 166 m (544.62 ft.), the
maximum temperature decreases by 1°C (1.8°F).

Humidit Operating humidity: 10% to 90% RH (non-condensing)
umidi
Y Storage humidity: 5% to 95% RH (non-condensing)

GB 49431
Safety regulations CE Marked, EN/IEC 62368-1 (replacing EN/IEC 60950-1)
Low Voltage Directive 2014/35/EU

EN 300 386, EN301 489,

EN 55032 Class A, EN 55035,
EN 61000-3-2, EN 61000-3-3,
EN 61000-4-2, EN 61000-4-3,

EMC regulations
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EN 61000-4-4, EN 61000-4-5,
EN 61000-4-6, EN 61000-4-8, EN 61000-4-11

MTBF > 200, 000 hours

@ Note

® A combo port consists of an optical port and an electrical port. The optical port and electrical
port cannot work at the same time. If one port is enabled, the other is disabled. You can select
the port type as required.

® Due to the variety of USB flash drives, not all of them are supported. A USB flash drive with the
FAT32 file system format is recommmended.

A Caution

Please avoid vibration and shock when moving and using the device.

© Warning
® The circuit breaker in the power module cannot be removed.

® Thisisa Class A product. In a domestic environment, this product may cause radio
interference. In this case, users are advised to take proper measures against the interference.
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2 Preparation for Installation

2.1 Precautions

The wireless controller acts as a network repeater and its working affects the normal operation of the whole

network.

The following suggestions are advised for the installation and use of UC AX:

® Do not place the wireless controller in a damp/wet location. Do not let any liquid enter the chassis.
Keep the wireless controller far away from the heat source.

Ensure that the wireless controller is properly grounded.

Wear an anti-static wrist strap during installation and maintenance.

Do not wear loose clothes to avoid hooking any parts. Before operation, tighten your band, shawl, and
sleeves.

Put the tools and parts away from where people walk by.
® Use UPSto prevent power failure and other interferences.

® [fthe clockis not accurate, check whether the clock has been configured. If not, the inaccuracy is likely
to occur. If the clock has been configured, the inaccuracy may be caused by the battery running out of

power. In general, the button battery lasts about 10 years.

® To ensure proper operation of the device, store the device in an environment based on the storage

temperature or humidity requirements in specifications.

© Note

® Misuse of battery may cause damage to the device or hurt to people. Do not replace battery by
yourself.

® This device is not suitable for use in locations where children are likely to be present.

® [fthe device has been powered off for over 18 months, power on the device and keep it run for
over 24 hours consistently.

® Keep the device within the restricted-access area.
® The device should be installed by professionals or technicians.

2.2 Preparing Installation Site

UC AX is for indoor use only. To ensure its normal operation and prolong its life span, the installation site

should meet the following requirement:

2.2.1 Temperature and Humidity Requirements

To ensure normal operation and service life of the device, maintain appropriate temperature and humidity

levelsinyour equipment room. See Table 2-1. Improper room temperature and humidity can cause damages
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to the device. High relative humidity may affect insulation materials, resulting in poor insulation and even
electrical leakage, and sometimes may lead to change of mechanical properties of materials and corrosion
of metal parts. Low relative humidity may dry and shrink insulation sheets and cause static electricity that
can damage the circuitry inside the device. High temperature greatly reduces reliability of the device and

shortens its service life.

Table 2-1 Required Temperature and Humidity for the UC AX

Relative Temperature Relative Humidity
Long-time Working | Short-time working | Long-time Working | Short-time Working
Condition Condition Condition Condition
15°C to 30°C (59°F to | O°C to 45°C (32°F to
40%~65% 5%~95%
86°F) N3°F)
¥ Note

® The ambient temperature and humidity are measured at a point 1.5 meters (4.9 feet) above the
ground and 0.4 meters (1.3 feet) before the device when there is no protective board in the
front or back of the rack.

® The short-term working condition refers to a period no longer than consecutive 48 hours or
accumulated 15 days a year.

® The extreme working condition refers to the temperature and humidity of the machine room
where the air conditioner fails for no more than five hours.

2.2.2 Cleanness Requirements

Dust poses a serious threat to device operation. Dust that falls onto the surface of the device can be absorbed
onto metal contact points by static electricity, resulting in poor contact. Electrostatic absorption of dust
occurs more easily when the relative humidity is low, which may shorten the service life of the device and
cause communication failures. Table 2-2 shows the maximum concentration and diameter of dust allowed

in the equipment room.

Table 2-2

Maximum Diameter (um) 0.5 1 3 5

Maximum Content (Number
of Particles in one Cubic | 1.4x107 7x10° 2.4x70° 1.3x10°
Meter)

Besides, the contents of salts, acids and sulfides in the air are also strictly limited for the equipment room.
These substances can accelerate metal corrosion and the aging of some parts. Table 2-3 describes the limit

of some hazardous gases such as SOz, H2S, NOz and Clzin the equipment room.

Table 2-3
Gas Average (mg/m?3) Maximum (mg/m?3)
SO»2 0.2 15
H2S 0.006 0.03
NO2 0.04 0.15
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NH3 0.05 0.15
Clz 0.01 0.3

2.2.3 Static Discharge Damage Prevention

Although much has been done in UC AX to prevent static electricity, great damage may be caused to the
circuitry when the static electricity exceeds a certain limit. Electrostatic induction may come from the

following sources:
® External electric field produced by the high-voltage supply cable, lightning, etc.
® Internal systems such as the indoor floor and the entire structure.
To prevent damage from static electricity, you must pay attention to the following:
Properly ground the equipment.
Take dust prevention measures in the room.
Maintain an appropriate humidity and temperature.

[

[ J

[ J

® Always wear an anti-static wrist strap when you touch any circuit board.

® Place the circuit board on an anti-static workbench or in an anti-static shielding bag.
[ J

Try to hold a circuit board by its edges. Do not touch any components or the PCB.

2.2.4 Anti-Interference Requirements

The wireless controller is susceptible to external interference such as electromagnetic wave and current.
Note that:

® Provide the power system with effective anti-interference measures.

® [tisrecommended that the wireless controller be installed far away from the grounding device.

® Keep the wireless controller away from high-power radio stations, radar stations, and high-frequency
high-current devices.

® Use EMI shielding when necessary.

2.2.5 Installation Site Requirements

To install the wireless controller whether in the cabinet or on the workbench, pay attention to the following

items:

® Ensure that enough space is reserved around the air inlet and exhaust vents for ventilation and heat
dissipation. It is recommended that the wireless controller be installed in a standard 19-inch cabinet.
Otherwise, use a clean platform as a workbench. It is recommended to equip the installation site with

an air conditioner if it is hot.

® Ensure that the cabinet or the workbench is provided with proper ventilation and heat dissipation
system.

® Ensurethat the cabinet or the workbench is sound enough to bear the weight of the wireless controller
and its accessories.
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® Ensure that the cabinet or the workbench is properly grounded.

2.3 Installation Tools

Installation Tool Cross screwdriver and anti-static wrist strap
Cable Power cord, configuration cable, Ethernet cable and grounding cable
Device Hub/switch, configuration terminal (such as PC with Hyperterm) and power socket
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3 Installing Wireless Controller

3.1 Installation Flowchart

USER MANUAL UC AX

Please follow the following procedure to install the wireless controller to ensure the smooth installation and
avoid any damage to the device.

Read Chapter 2

Ensure Requirements are Met

v

Mount Wireless Controller

v

Connect Cables

v

Verify Installation

v

Power on Wireless Controller

v

Configure Wireless Controller

l

3.2 Mounting Wireless Controller

Now the wireless controller is ready for installation. Mount it to either of these two places.

® Acabinet

® A workbench

3.2.1 Mounting UC AX in Cabinet

UC AX is designed according to the specification of 19-inch standard cabinet. Use the supplied mounting

accessory for installation.
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3.2.2 Mounting UC AX on Workbench

In the absence of a 19-inch standard cabinet, install the wireless controller on a clean workbench. During the

operation, pay attention to the following items:
® The workbench is firm and well-grounded.

® The supplied plastic cushion is stuck to the small hole at the bottom of the wireless controller and a 10

cm clearance is reserved for dissipation.
® No weightis placed on the top of the wireless controller.

3.3 Installing Power Cable

UC AX supports AC (100 VAC to 240 VAC; 50/60 Hz). Make sure that your power supply meets the

requirement.

@ Note

See Chapter 1 for details about the power module.

UC AX uses three-wire power cable. It is recommended to use single-phase three-wire power socket or
multi-functional microcomputer socket with neutral-point connector. The neutral-point needs to be

grounded safely. Check whether the power supply in your building is grounded properly.
Follow the following steps to install the power cable:

1.  Connect one end of the supplied power cable to the socket on the rear panel of the device and another

to the AC power socket.

2.  Check the power indicator on the front panel is on. If it is, it means that the power cable is correctly

connected.

3.4 EMS & Secure Grounding

The ground required for EMC design includes shielding ground, filter ground, noise and interference
suppression, and level reference. All the above constitute the comprehensive grounding requirements. The
grounding resistance should be smaller than 1Q. The UC AX wireless controller has a grounding pole on the

rear panel, as shown in Figure 3-1.
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Figure 3-1UC AX Grounding
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3.5 Connecting Console

UC AX supplies an EIA/TIA-232 configuration console for local configuration. If you configure UC AX through
Web, skip this part.

Table 3-2 Console Attributes

Parameter Description

Connector RJ-45

Interface Standard Asynchronous EIA/TIA-232

Baud Rate 57,600 bps, 115,200 bps, 9,600 bps (default)

1.  Command line interface
Supported Services 2. Connection to character terminals

3. Providing terminal access service as an asynchronous interface

Connect one end of the supplied configuration cable to the console port of the wireless controller, and the

other end to the DB-9 male serial adapter of the microcomputer.

3.6 Verification

When you have installed the wireless controller, before powering on it, pay attention to the following items:

® |[fthe wireless controller is stalled in a cabinet, check the mounting brackets of the cabinet and wireless
controller are firm. If the wireless controller is installed on the workbench, check there is enough room

around the wireless controller for heat dissipation and the workbench is firm.
® Check the power supply meets the requirements.
® Check the grounding cable is correctly connected.

® Checkthe wireless controller is connected correctly to other devices such as the configuration terminal.

A Caution

To shut down the device, turn off the power switch on the rear panel of the device. Do not directly
disconnect the 220 V power supply, such as directly cutting off the power or unplugging the
power cord.
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4 Configuration Guide

4.1 Setting up Configuration Environment

When you use the wireless controller for the very first time, you will need to configure it through a console

port as follows:

® Asshown in the following figure, connect the serial port of a character terminal or microcomputer to
the console port through an RS232 cable.

® Set the communication parameters of the terminal. For a microcomputer, you will need to run a
terminal emulation program like Windows operating system'’s Hyperterm. Take Hyperterm for example.

(1) Run Hyperterm and create a connection.
(2) Select the serial port to be connected with the console port of the wireless controller
(3) Set communication parameters as follows: baud rate to 9600, data bit to 8, stop bit to 1, parity to No,

flow control to No, as shown in figure 4-1.

Figure 4-1 Setting Communication Parameters for Serial Port.

COM1 Properties

Part Settings |
Bitz per second: | SE00 w |
Drata bits: |B v|
P arity: |N|:une v|
Stap biks: |1 v|
Flove control; |Nnne V|
[ Restore Defaults ]
k. ] [ Cancel ] [ Apply ]

After building the configuration environment, you may power on the wireless controller
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4.2 Powering on Wireless Controller

4.2.1 Verification Before Power-on

Before powering on the wireless controller, please check the following items:
® Ifthe power cable and the grounding cable are connected correctly.

® Ifthe power supply voltage meets the requirement.

® If the configuration cable is connected correctly, the microcomputer or terminal is turned on, and the
setting is complete.

@ Note

Before powering on the wireless controller, check the position of the power switch so that you
may cut power supply in time in case of accident.

4.2.2 Power-on

® Turnon the power supply.

® Turnthe power switch of the wireless controller to the on position.

4.2.3 Verification After Power-on
After powering on the wireless controller, please check the following items:

® [fthe ventilation system is functional.

When the wireless controller is powered on, you will hear the fan working. Put your hand near the air inlet

and exhaust vents, you will feel the air flowing.

® Iftheindicators on the front panel of the wireless controller are in the proper state.

See LED Indicators in Chapter 1.
® Ifthe configuration terminal displays information as expected.

When the wireless controller is powered on, information on the software self-decompression will appear on

the terminal display.

4.2.4 Startup Process

When the wireless controller is started for the first time, the following information appears:

Boot 1.2.0-00346-g2d7093f (Build time: Mar 27 2024 - 16:04:49)

DRAM: 2 GiB
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NAND: 512 MiB

Flash: 8 MiB

SETMAC: Setmac operation was performed at 2024-04-22 10:38:33 (version: 11.0)

Press Ctrl+C to enter Boot Menu

Bootloader: Done loading app on coremask: Oxffffffff

[ 0.000000] Linux version 2.6.32.13-Cavium-Octeon (ngcf@ngcf75) (gcc version 4.3.3 (Cavium Networks
Version: 2_0_0 build 95) ) #1 SMP Thu May 8 04:34:42 CST 2024

[ 0.000000] CVMSEG size: 2 cache lines (256 bytes)

[ 0.000000] Cavium Inc. SDK-2.3

[ 0.000000] bootconsole [early0] enabled

[ 0.000000] CPU revision is: 000d910a (Cavium Octeon Il)

[ 0.000000] Checking for the multiply/shift bug... no.

[ 0.000000] Checking for the daddiu bug... no.

[ 0.000000] Determined physical RAM map:

[ 0.000000] memory: 000000000003f000 @ 0000000000dd1000 (usable after init)
[ 0.000000] memory: 000000000fO00000 @ O000000000FfO0000 (usable)

[ 0.000000] memory: 00000000d0000000 @ O000000020000000 (usable)

[ 0.000000] memory: 000000000ffffO00 @ 0O0000000fO00T000 (usable)

[ 0.000000] memory: 000000030efffO00 @ 0O00000100001000 (usable)

mount: Mounting /dev/sdal on /var/storage failed: No such device or address

Starting rg_lowmem_Killer... [ OK ]
Starting snooping.elf... [ OK ]
Starting postgresql server...

/mnt/sata0/pgsql/bin/postgres not found... [ OK ]
Starting rg-mtdoops-cli... [ OK ]
Starting sntp.elf... [ OK ]

Press RETURN to get started
*May 15 11:08:01: %CAPWAP-4-NO_IP_ADDR: Please config the IP address for capwap.

Now the wireless controller is ready for configuration.

@ Note
® Such information may vary with hardware configuration or software version.

® \When using the wireless controller for the first time, it is recommended to set basic
parameters during configuration.
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5 Troubleshooting

5.1 Power Troubleshooting

You may use the power indicator on the front panel to decide if the power supply system is operating

normally. For description of indicators, see Chapter 1. If a fault occurs, check the following items:
® |f UC AX power switch is in the on position.

® Ifthe power supply is turned on.

® [fthe power cord is connected correctly.

[ ]

If the power supply meets the requirements.

A Caution
Never attempt hot swapping of the power cord. If the steps above did not solve your problem,
contact your local distributor or technical support personnel.

5.2 System Troubleshooting

If the system is operational, relevant information is displayed on the terminal as described in chapter 4.

Otherwise, nothing or gibberish is displayed. If nothing is displayed, please check the following items:
® Verify whether the system power supply is operational.
® Verify whether the cable is connected to the console port correctly.

Ifthere is still nothing displayed, it may be due to improper cable connection orincorrect parameter settings.

Please change the parameter settings.

If gibberish is displayed, it may be caused by incorrect parameter settings. Please check the following

parameters:

Baud rate: 9600
Data bit: 8

Parity check: None
Stop bit: 1

Flow control: None

Terminal emulation: VT100

@ Note

If the console port parameters are changed, it may cause no display on the terminal.
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Preface

Intended Audience
This document is intended for:
® Network engineers
® Technical support and servicing engineers

® Network administrators

Technical Support

® Company Website: https://Mmww.ek.plus/

® Consult Website: https://www.ek.plus/contacto/

® Support Email: soporte@ek.plus

Conventions
1. Signs

The signs used in this document are described as follows:

© warning

An alert that calls attention to important rules and information that if not understood or followed

can result in data loss or equipment damage.

A\ caution

An alert that calls attention to essential information that if not understood or followed can result

in function failure or performance degradation.

¢ Note

An alert that contains additional or supplementary information that if not understood or followed

will not lead to serious consequences.

@ Specification

An alert that contains a description of product or version support.

2. Note

The manual offers configuration information (including model, port type and command line
interface) for indicative purpose only. In case of any discrepancy or inconsistency between the
manual and the actual version, the actual version prevails.
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1 Operating Environment

1.1 Overview

You can access the Web management system through a web browser such as Internet Explorer

and Google Chrome to manage AC.

Web management system involves Web server and Web client. The Web server is integrated into
the device to receive and process requests from a client. It then returns the processing results to

the client. Web clients typically refer to web browsers, such as Internet Explorer and Google Chrome.

1.2 Connecting to the Device

Web management system involves Web server and Web client. The Web server is integrated into
the device to receive and process requests from a client. It then returns the processing results to

the client. Web clients typically refer to web browsers, such as Internet Explorer and Google Chrome.

As shown in the following figure, the administrator configures devices through the Web
management system on the web browser.
Application Topology

Deliver or request
commands through AJAX

i > (o

Return data

Administrator Wireless Access Controller

Simplified Topology

Ethernet
Nahla

()

Administrator Wireless Access Controller

The Web management system works by assembling various device commands and sending them
to the device via Asynchronous JavaScript and XML (AJAX) requests. The device responds with

relevant data. Basic HTTP requests can be handled by the Web service on the device.
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1.3 Configuration Environment for PC clients

® The administrator logs in to Web management system to manage devices through the web

browser on the Web management client. Clients typically refer to PCs but may also include other

mobile terminal devices such as laptops and iPads. Mobile phone is not supported for now.

® Web browser: Google Chrome is recommmended, and Internet Explorer 11 is also supported.

Exceptions such as garbled characters or format errors may occur if an unsupported browser is

used.

® Resolution: You are advised to set the resolution to 1280 pixels x 1024 pixels, 1920 pixels x 1080

pixels, or 1440 pixels x 960 pixels. Using other resolutions may result in misaligned and less

visually appealing formatting.

1.4 Web Service Environment for ACs

® The AC is enabled with Web service.

® The ACis configured with the username and password for logging authentication.

® The ACis configured with a management IP address.

After the Web service is enabled and the IP address is correctly configured, enter the IP address in
the address bar of your browser, such as http://XXXX (management IP). Press Enter and the

following page is displayed:

EKSELANS BY ITS

Access Controller

E |

| & English v

Enter the username and password and click Login. The following table provides the default

username and password.

Default
Username/Password

Description
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admin/admin Super administrator with full permissions.

1.5 Enabling the Web Service

The AC is enabled with the Web service and configured with IP address 192.168.110.1 by default. The

following describes how to enable the Web service using the command line interface (CLI).

Configuratio

Command
n ltem

enable service web-server Enables the Web service.
Configures ip address (Optional) Configures an IP address.
the Web (Optional) Configures the username
server. webmaster level username S

and password for logging in to the
password

Web management system.

1.5.1 Configuration Steps

N Enabling the Web Service

® Mandatory.

® Enable the Web service on the AC.
N configuring the IP Address

® Optional.

N cConfiguring the Username and Password for Logging Into the Web Management System

® Optional.

® When the Web service is enabled, the administrator username and password are admin and
admin respectively, and the guest username and password are guest and guest respectively by

default. Users can change and create accounts.

1.5.2 Verification

Log in to the Web management system using the configured IP address and Web management
account to check whether you can log in successfully.
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1.5.3 Related Commands

N Enabling the Web Service

Command enable service web-server [all | http | https |

Parameter all | http | https: Indicates enabling different services. all indicates

Description enabling both HTTP and HTTPS services. http indicates enabling the HTTP
service. https indicates enabling the HTTPS service. Both HTTP and HTTPS
services are enabled by default.

Command Global configuration mode
Mode

A Configuring the IP Address

Command ip address ip-address ip-mask
Parameter ip-address: Indicates the IP address.
Description mask: Indicates the network mask.
Command Interface configuration mode
Mode

N cConfiguring the Username and Password for Logging Into the Web Management System

Command webmaster level privilege-level username name password { password | [ O
| 7] encrypted-password }

Parameter privilege-level: Indicates the privilege level of users,, including privilege levels

Description 0,1, and 2. Default administrator account admin and guest account guest

have permissions of privilege levels O and 2 respectively. Other manually
created accounts have permissions of privilege level 1.

name: Indicates the username.
password: Indicates the password.

0| 7: Indicates the password encryption types, 0 for no encryption, and 7 for
simple encryption. The default value is 0.

encrypted-password: Indicates the password text.

Command Global configuration mode
Mode

Usage Guide N/A

1.5.4 Configuration Example

Configuratio Enable the Web service.
n Steps
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Verification

Configure a management I[P address for the device. The default
management VLAN is VLAN 1. Configure an IP address for VLAN 1 and ensure
that users can ping the management IP address successfully from their PCs.

Hostname# configure terminal

Hostname(config)# enable service web-server

Hostname(config)# webmaster level O username test password test
Hostname(config)# interface vlan 1

Hostname(config-if-VLAN 1)# ip address 192.168.1.200 255.255.255.0

Hostname(config)# end

Run the show running-config command to check configuration result.
Hostname(config)# show running-config
Building configuration...

Current configuration : 6312 bytes

I
hostname Hostname
|
!
webmaster level O username test password test //Indicates the username
and password for Web management authentication. The password is
encrypted.
http update mode auto-detect
I
|
interface VLAN 1
ip address 192.168.1.200 255.255.255.0 //Indicates the
management IP address of the device.
no shutdown
!
line con O
line vty O 4
login
I
I

End
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2 Quick Setup
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2.1 Logging in to the Web Management System

You will be prompted to change the password upon your first login to the Web management

system. You are advised to set a complex password. Use the new password upon next login. If you

enter incorrect passwords for five consecutive times within 10 minutes, your account will be locked

for 10 minutes.

2.2 Config Wizard

EKSELANS BY ITS

Access Controller

B |
K |

\ o+ English v

Quick wizard is typically used for first setup. Click Config Wizard on the navigation bar. It provides

some common scenario-based configurations.

1. If no config.text file is found, that is, the current device is not configured yet, the Config Wizard

window will pop up to guide you through configuration.

2. The Config Wizard allows the configuration of only one or two WLANSs for setting up a Wi-Fi

network.

3. Once the Config Wizard is completed, the existing configurations of the device will be

overwritten.

The Config Wizard includes four steps: Configure AC, Configure AP, Configure Wi-Fi, and Preview

Config.
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Config Wizard

. Configure AC & Conf p

Default Gateway *

Uplink Interface

SytemCharset © | urd |
Country Code Es(Spain)

Time Zone UTC+8(CCT)

Date 2024-07-22 1449

2.2.1 Configure AC

Config Wizard

[ Y —

MGMT VLAN *
1P Address *
Submask *

Default Gateway * @

Uplink Interface v |®

System Charset * UTF-8 | Prease set the same charset as the termiani software (e.g. SecureCRT).
Country Code 2
Time Zone UTC+8(CCT)

Date 2024-07-22 1449

Parameter | Description
MGMT Enter the VLAN for the AC to communicate with an external network and for
VLAN users to visit the Web management system.
Enter the IP address for the AC to commmunicate with an external network and
IP Address for users to visit the Web management system. It is also the default IP address of
the tunnel between the AC and AP.
Submask Enter the IP submask for the AC to communicate with an external network.
Default
Gateway Enter the egress gateway.
Uplink . . . . )
Enter the interface connecting the AC and its uplink device.
Interface
Enter the system charset and the default is UTF-8 encoding. If you intend to use
System other client tools, you are advised to use UTF-8 encoding as well. Otherwise, code
Charset mixing May occur, resulting in configuration problems or garbled text on the
page.
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Country Enter the country or region where the device is located. Regulations for RF
Code bands, channels, and power vary in different countries or regions.

Time Zone Enter the time zone where the device is located.

Date Enter the time of the device.

2.2.2 Configure AP
(1) AP is in VLAN: Configure the VLAN for the AP. By default, it is the same as the management
VLAN.
(2) AP Address Pool on:

If you select Other Device, configure the AP address pool on other devices after finishing this

process.
Config Wizard X
@ Configure AC —reeeeeeeees Configure AP
AP isin VLAN = 1
Interface Address 10.52.24.237 @
Submask 255.255.248.0

AP Address Pool on O AC @® Other Device

AC Tunnel Address * | 10.52.24.237 @

Ifyou select AC, configure the address pool network, submask, pool gateway, and other parameters.

The default DNS server address is 8.8.8.8.
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Config Wizard
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@ Configure AC —oeeeeeeeeeeee Configure AP

APisin VLAN * 1

Interface Address 10.52.24.237

Submask 255.255.248.0

AP Address Pool o (O Other Device

Address Pool 10.52.24.0
Network *

Submask * 255.255.248.0
Pool Gateway * 10.52.24.237
DNS * 8.8.8.8
Option 138 * 10.52.24.237

2.2.3 Configure Wi-Fi

P rEVi o @

USER MANUAL AX SERIES CONTROLLERS

The Wi-Fi networks are associated with default AP groups in Config Wizard.

Config Wizard

@ Configure AC —ecemeeeees @ Configure AP oo oo @ Configure WiFi

Dual Radio Into One m@

SSID * EKWIFI
Encryption Type [ Open WPA/WPA2-PSK  WPA3-PERSONAL
WiFi Password elawifi @
Forwarding Mode  ® Centralized Forwarding O Local Forwarding @
STAis in VLAN * 1
Interface Address 10.52.24.237 @
Submask 255.255.248.0
STA Address Pool OAC @ Other Device
Parameter Description

It is enabled by default, indicating that one Wi-Fi network broadcasts both 2.4
Dual Radio GHz and 5 GHz signals.

Into One If it is disabled, two Wi-Fi networks are configured, one for 2.4 GHz signals and
the other for 5 GHz signals.

SSID Set the SSID.
Encryption Open: No encryption method is configured. No password is required when the
Type STA connects to the Wi-Fi network.
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WPA/WPA2-PSK: The WPA mode with a pre-shared key features high security
and easy setup, applicable to homes and small-sized enterprises.

WPA3-Personal: Compared with WPAZ2, it is more secure and capable of
preventing dictionary attacks.

Centralized Forwarding: All data is routed through the AC before being
Forwarding forwarded to other devices. This mode is configured by default.

Mode Local Forwarding: The data is forwarded to other devices directly from the
switch, reducing the load on the AC.

STAisin VLAN | Configure the VLAN for the STA.

STA address pool can be configured either on the AC or on other devices. If
you choose to configure it on other devices, configure and verify the address
pool settings on those devices after completing this process.

STA Address
Pool

2.2.4 Preview Config

This process allows users to verify the configurations. Check the CLI commands for the current

configurations by clicking Show Command.

Config Wizard X
® Configure AC . & Configure AP @ Configure WiFi ... @ Preview Config 7
Country Code ES(Spain)
Time Zone UTC+8(CCT)
Date 2024-07-22 14:49
IP Address 10.52.24.237/255.255.248.0

MGMT VLAN 1
Default Gateway 10.52.25.1

System Charset UTF-8

APisin VLAN 1
Interface Address 10.52.24.237/255.255.248.0

AP Address Pool on  Other Device

AC Tunnel Address  10.52.24.237
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SsiD EKWIFI

Encryption Type WPA/WPA2-PSK

WiFi Password ekwifisds

Forwarding Mode  Centralized Forwarding
STAis in VLAN 1

Interface Address 10.52.24.237/255.255.248.0

STA Address Pool ~ Other Device

Click Show Command to display the CLI commands for the current configurations.

Config Wizard X
@ Configure AC —ooeeeee. © Configure AP ceeeeeeee @ Configure WiFi  oeeeeee. e Preview Config

Country Code ES(Spain)

Time Zone UTC+8(CCT)

Date 2024-07-22 14:49

IP Address 10.52.24.237/255.255.248.0

MGMT VLAN 1

Default Gateway 10.52.25.1

System Charset UTF-8

Config Wizard X
@ Configure AC oo @ Configure AP oo, @ Configure WiFi .......... e Preview Config

-
vian 1 Hide Command
exit

interface vlan 1

ip address 10.52.24.237 255.255.248.0
exit

ac-controller

capwap ctrl-ip 10.52.24.237

exit

ip route 0.0.0.0 0.0.0.0 10.52.25.1
no wlan-config 1

wlan-config 1 EKWIFI

ssid-code utf-8
enable-broad-ssid

exit

wilansec 1

security wpa enable

security wpa ciphers aes enable
security wpa akm psk enable
security rsn enable

sacuritv ran rinhars aess anahle

Once you confirm the configuration, click Complete and a window pops up, displaying the network
deployment. You can test the network connectivity with the external network through network

detection.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) Tl
Phone:+34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

‘= ’@ EKSELANS BY ITS

Config Wizard

@ Configure AC . @ Configure AP .
[ contml
Country Code ES(Spain)
Time Zone UTC+8(CCT)
Date 2024-07-22 14:49
IP Address 10.52.24.237/255.255.248.0
MGMT VLAN 1

Default Gateway 10.52.25.1

System Charset UTF-8
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Show Command
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3 Web GUI

3.1

3.2

Home Page

The Web GUI includes four main modules: Monitoring, Config, Diagnostics, and Maintenance. Click

these modules in the navigation bar to view configurations within each module.

m sewses AC = (@I & Config ¢ Diagnosis % Maintenance

% Favorites @
ekselans
& AC - Model: UCAX  SN: 741AEOEB3006  MAC Address: 741a.e0eb.3006
C Qverviev
- o AC_LOCATION
- UC AX EKOS 11.9.2, Release 202405211225
& AP
100
A STA , UC AX EKDS 11.9.2, Release 202405211225
2024-07-22 06:40:30
5 DHCP
- . 0d00h 21 mini2s
@ Security
2024-07-22 07:01:41
Total 224 / Used 0
F it

The feature allows you to bookmark frequently used functions. Click Favorites to expand the list of

bookmarked items and quickly enter the configuration page.

& Note

Up to 10 configuration items can be added to Favorites.

(1) Adding to Favorites: Drag and drop the menu items to Favorites.

E wseasers AC & & Monitoring & Config % Diagnosis % Maintenance

3 Favorites @
& ekselans
' AC B Model: UCAX  SN: 741AEQEB3006  MAC Address: 741a.02b.3006

AC Qverview

AC_LOCATION

= UC AX EKOS 11.9.2, Release 202405211225
= AP v
1.00
A STA 4 UC AX EKOS 11.9.2, Release 202405211225
2024-07-22 06:40:30
5 DHCP '
~ . 0d00h22min03s
Y Security

2024-07-22 07:02:32

Total 224 / Used 0

(2) Removing from Favorites: Select the menu items and click the * icon. Click OK to remove the

item from Favorites.
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m mewsors 4C & Z Monitoring & Config % Diagnosis ¥ Maintenance

% Favorites e

AL & ekselans
st Model: UC AX SN: T41AEQEB3006  MAC Address: 741a.0eb.3006

AC_LOCATION
“ou can drag and drop the
N UC AX EKOS 11.9.2, Release 202405211225
menu to Favorites

100

= AP
UC AX EKOS 1192, Release 202405211225
AP List 2024-07-23 01:52:19
AM List
0d00h09min40s
Virtual 2
Virtual AP 2024-07-23 D2:01:59
o Total 224 / Us
2 <Ta , otal 224/ Used 0
¥ DHCP
@ Security | STA Summary

3.3 Menu Search Bar

Given the extensive features in the system, you may find it hard to locate a specific configuration

item. Enter keywords in the search bar in the navigation bar to search the configuration items and

enter the configuration page quickly.

% Maintenance

| AP Status
0 ekselans

APs 0

3.4 Other Functions

(1) Displaying the Current Account

| AP Status
O ekselans

(2) Logout: Click Logout after expanding the account menu to log out of the Web management

system.
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| AP Status

APs: 0
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4 Monitoring

41 AC

4.1.1 Overview

Choose Monitoring > AC > AC Overview.

The AC Overview page displays the basic information about the AC such as MAC address, model,
and version details. It also allows you to check the AP status, STA summary, SSID summary, CPU

usage, memory usage, traffic tendency, and AC interface information.

o conty s Disrona) | % pamirares

| AP Status
O ekselans
& AC - Mod SN: 74 8 " w55 741a.0el
AP
ST
2024-07-23 015215
I — . APs: 0
ity
Online: 0
| STA Summary | SSID Summary
246 ® 56 0
Current STAs
0 No data available
Peak STAs
01:35 o1:40 01:50 02:00 02:08 Cumulative STAs
o7 o7-2 07- o o
7.20% Last 300s | Last 1h | Last 72h = 62.8
CPU Usage Memory Usage
03:08 06:00 12:00 800 00:00 0208
00 0 200 150 0 0 07-2: o7- 07-22 07-22 o 07-23

| Traffic Tendency  Gio/i v Kops v
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| AC Interface Info Mere

Interface Link Status MGMT Status Interface Info Description

GiD/2 Down Up

Gio/3 Down Up

Gio/4 Down Up

Gib/S Down Up

Gi0/6 Down Up

Gio/7 Down Up

Gio/s Down Up

4.1.2 Virtual AC
Choose Monitoring > AC > Virtual AC.

© nNote

The virtual AC menu is displayed based on the configuration of the device. This menu is only

available when the device is configured with the device convert mode virtual command.

The virtual AC page displays the current virtual AC members and their basic information.

Virtual AC ® oK

® Error
Domain ID:100(100) @'Save

AC-1 WORD

VSL Interface
ﬁ ® Gi1/0/2 (ok)

Virtual AC ® oK

® Error
Domain ID:100(100) @'Save

AC-1 WORD AC-2
VSL Interface V5L Interface
® Gi 1/0/2 (ok) ® Gi 2/0/2 {ok)
-
Device ID: 1 MAC: oodo.fe22.12ab T
Role: Active SN: 1234942570020
"""""" Priority: 200 CPU: 6.60%
Status: 0K Memaory: 43%
Port: Gi 1/0/2(ck) Flash: 48%
APs: 1
rrrrr a M

Click Save to view the configurations of the virtual AC.
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oK

Virtual AC
® Error

Domain 1D:100(100)
device_id: 1 (mac: 00d0.f822.12ab)

AC-1 WORD - AC2 device virtus! domsin 100

VSL Interface WSL Interface
Gi 1/0/2 (ok) [ Gi 2/0/2 (ok) device 1
device 1 pricrity 200

device 1 description WORD
1

port-member interface GigabitEthernet 0/2 copper

A t mm s ietirn)

4.2 AP

4.2.1 AP List

Choose Monitoring > AP > AP List.

The AP list displays the basic information, and RF and model details of APs connected with the

= I @ Diagnosis % Maintenance Wizd © A admin *
3 Favorites )
Search by AP Name v m Reset | 8%~
& AC . J
AP Name MAC Addrass  IP Addrass Location  Group Model Status Online STAs Uptime Downtime
AM List
Virtual AP 10~ 1 [Ga

(1) Searching for AP: Enter keywords in the search bar and click Search. Click Reset to clear the
search criteria and display the list of all APs. If an AP is offline, its details cannot be viewed.

(2) To display additional information about the APs, click *** and select the information you wish

to view.

(3) Viewing AP Details: Click the AP name to redirect to the AP page.

The RF information, channel usage summary, traffic summary, and other information are displayed

on the AP page.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) 18

Phone:+34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

‘= ’@ EKSELANS BY ITS

USER MANUAL AX SERIES CONTROLLERS

| RF Info | Channel Usage Summary elect Ra
RF MAC Status Type Load () Noise(dBm) () Interference (7)  Channel Usage (7)
@ Radio 1 Radio 2
1 1082.3dd4.7dds  Enable_ Normal 2.4G 0% -94 0% 63% 00
2 1082.3dd47ddS  Enable Normal 56 0% 92 0% 459 w0 NWWW\M\JM&\M%\F\
3 1082.3dd4.7dd4 Disable 5G 0% -101 0% fﬂ
4 0082.3dd4.7dd7 Disable 5G NA NA NA NA 20
‘15‘33 00:00 06:00 12:00 17:37
04-09 04-10 04-10 04-10 04-10
| Traffic Summary | STA Summary
o Tx Rx ® 246G 5G @ 6G
60
18:39 00:00 06:00 12:00 17:39 19:00 20:00 22:00 00:00 02:00 03:52
04-09 04-10 04-10 04-10 04-10 04-09 04-09 04-09 04-10 04-10 04-10
| Online&Offline Log  Enable Logging: ﬁ'.
No data
Page Name Description
Displays the radio ID, MAC address, status, type, load, interference, channel
RF Info usage, and noise, and the proportions of outbound packets, inbound packets,
interference, and idle channels concerning the channel usage.
Channel
Usage Displays the summary of channel usage.
Summary
Traffic ) ) ) ]
Displays the traffic summary of wired interfaces on the AP.
Summary
STA Summary Displays the number of STAs associated with the AP.
Online & | Displays the logout reason, memory usage, CPU usage, and number of STAs
Offline Log associated with this AP.

4.2.2 Virtual AP
Choose Monitoring > AP > Virtual AP.
ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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This page displays details of virtual APs.

AP Name AP Group IP MAC Type Action
0074.9c23.e2db Default 172.31.61.183 0074.9c23.e2db Virtual AP

10

Searching for APs: Enter keywords in the search bar and click Search. Click Reset to clear the search

criteria and display the list of all APs.

AP Name AP Group IP MAC Type Action

0074.9¢23.e2db Default 172.31.61.183 0074.9¢23.e2db Virtual AP

07

Details: Click Details in the Action column and a window displaying the details of the virtual AP
pops up.
0074.9¢23.e2dbDetails
Note: An AP can be virtualized into multiple sub APs. Different virtual sub APs provides variant wireless services using different virtual templates.

Template Name ACIP WLAN Capacity Client Capacity Uplink PortID Virtual AP ID Active WLANs STA Limit Status Acti

apVirtual 1723119345 30 200 Default 1 16 200 Active SA'ESI‘

4 3

107 @ 1 (o]

4.3 STA

4.3.1 Overview

Choose Monitoring > STA > STA Overview.

This page presents STA statistics from various perspectives, updated at an interval of 30s.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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= ELEEEYP oconfig  wDiagnosis % Maintenance

| STA Summary | Speed-based STA Summary

: 0
.
- 0
| SSID Summary | RSS! Distribution | Uptime-based STA Summary
Page Name Description
Displays the summaries of STAs associated with 2.4 GHz, 5 GHz, and 6
GHz Wi-Fi respectively.
Current STAs: Displays the number of current online STAs.
STA Summary Peak STAs: Displays the maximum number of online STAs within 24

hours.

Cumulative STAs: Displays the cumulative number of online STAs
within 24 hours. (The STAs that log in multiple times are counted only
once.)

Speed-based STA | Displays the speed-based STA summary in a bar chart. Click the bar to
Summary redirect to the STA list.

Displays the proportion of STAs associated with different Wi-Fi
SSID Summary ) ) ) )
networks. Click the pie chart to redirect to the STA list.

RSSI Distribution Displays the proportion of STAs' RSSls.

Uptime-based STA | Displays the uptime-based STA summary in a bar chart. Click the bar to
Summary redirect to the STA list.

4.3.2 STA List

Choose Monitoring > STA > STA List.
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% Blackiist [2 Whitelist Search by MAC Address v m Reset | 827
MAC Address Username AP Name RSSI(dBm) 1Pvd IPv4 Speed(kbps)  Speed(Mbps) RF SSID Terminal Type Uptime

STA Overview No Data Found

1. Searching for STAs

Enter keywords in the search bar and click Search. Click Reset to clear the search criteria and
display the list of all STAs.

AC & © Config  Diagnosis % Maintenance — =ConfigWizard QR admin -

@ Favorites [>)

Note: If

AC

Z % 3 Blacklist 53 Whitelist Search by MAC Address v Reset | 897
i = Search by MAC Address

MAC Address Username AP Name RSSI(dBm) 1Py IPv4 Speed(kbps)  Speed(Mbps) Search by AP Name Terminal Type Uptime
= Search by Username
A sTA = Search by IP Address
Search by Speed
Search by Uptime
Search by RSS!
Search by SSID

Roam Info List 0¥ 1 | (6o

¥ DHCP

STA Overview No Data Found

@ Security

To display additional information about the STAs listed, click &~ and select the information you

wish to view.

Note: If you want to remove any user > 1o Black/White Lists

3 Blacklist 3 Whitelist Search by MAC Address v

MAC Address Username AP Name RSSI(dBm) 1Pv4 IPv4 Speed(kbps)  Speed(Mbps) RF SsiD Terminal Type

No Data Found

2. Adding to the Blacklist or Whitelist

Select the STAs you want to add to the blacklist and click Blacklist.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
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3. View Client Details

USER MANUAL AX SERIES CONTROLLERS

Click MAC Address to go to the Client Details page. On the Client Details page, you can view the

network information, topology, client information, speed tendency, RSSI, packet loss/retry rate,

client history, link detection, and app experience metrics.

(1)  Network Information

Inthe upper left corner of the Client Details page, you can view the RSSI, uptime, Rx/Tx average

rate, Rx/Tx negotiated rate, and packet loss rate of the client.

282.3dd4.7d¢ 246G/t

Client History

Radio 1D: 1 1082.3dd4.7dcf

OMHz/100% 0.110.216.106

Link Detection App Experience Metrics

in and zoom out in the data graph area. Click and hold the left mouse button to drag the data graph

R Packet Rate  ® Tx Packet Rate

® RxData Rate = TxData Rate

Data Rate (Kbps)/(pps

Rx Negotisted Rate  » Tx Negotiated Rate

Rss! . '
Excellent o 128 minutets)
Signal Strength —— dgm 2024-04-12 10:55:18 o
200d.b0c2.2283
0.00/0.00 173.5/130 Packet Lo
Ro/Tx Average Rate(Kbps) Rx/Tx Negotiated Rate(Mbps)  Rate (%,
Client Info i
200d.b0c2.2a83
Note: I mo e
33dBm
Speed
5:18
Negotisted Rate(Mbps
180
150
10 20
30 90
192.168.1.3 &0

(2) Topology

In the upper right corner of the Client Details page, you can view the topology, including the
Wi-Fi name, radio ID, AP, and AC associated with the STA.

RSSI
Excellent ..

Signal Strength BM

0.00/0.00

x/Tx Average Rate(Kbps,

Client Info

129 minutegs)

2024-04-12 10:55:17

173.5/130

Ry/Tx Negotiated Rate(Mbps

200d.b0c2.2383

33dBm

2024-04-12 10:55:17

29 Minute(s)

0

92.168.1.3

o

200d.b0c2.2a83

Radio ID: 1 1082 3dd4.7dcf

24G/6/20MHz/100% 10.110216.106

Client History

Note: Scroll mouse wheel to zoom

| Speed

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain)
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and zoom out in the data graph area. Click and hold the left mouse button to drag the data graph.
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Move the cursor to a node in the topology to view detailed information about the connection

node.
STA WIFi Radio AP AC
(0} () o (@)
200d.b0c2.2a83 Radio ID: 1 1082.3dd4.7dcf
192.168.1.3 6282.3dd4.7dd7 2.4G/6/20MHz/100% 10.110.216.106

Radio ID: 1
Band: 2.4G
Channel: 6
Channel Width: 20MHz

ional Monitoring Client History Link Detection| ~°"=" 190% etrics

Move the cursor to the icon in the upper right corner of the topology. Click View Details to

view details about the radio, AP, and AC associated with the STA.

® Details about the radio associated with the STA:

RF Details Monitorin STA List AP Info | D
1082.3dd4. 7 )
Note: Scroll mouse wheel to zoom in and zoom out in the data graph area. Click and hold the left mouse button to drag the data graph. ap
' I
Acquisition Cycle: 35,
q yele: 30 ac
Online STAs
246
1
802.11b/g/n/ac
Access
OMH;
100%
! o
202470471 4041 20247041 2024/04/1 2024/04/1 20247041 20240411 202470471
& 2 2553‘ 12:42: 2 12:460 212:500 212:540 212580 213:02:0 212:06:0
5 H H 5
0%
Noise(dBm)
6%
3 -
20
0.7¢ 1

® Details about the AP associated with the STA:
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1% 29« )
@ == 0. 0.7

jm
a»

AC
1 2

Downlink: 3, Uplink: 4

ap9861
ap9861
0d 8 00 200
04-1 04-11 4 04-1
| RF Info | Channel Usage Summary
R MaC Status Type Load () Noise(dBm) (7 Interference Channel Usage
® Radio 1 Radio 2
1082.3dd4.7dd6 Enable_Normal  24G 0% -88 68% "
f
2 1082.3dd4.7dd5 Enable_Normal 5G 0% -92 0% 42 "4 N

® Details about the AC associated with the STA:

RF

| AP Status
AP
AC_LOCATION e ‘

113

2024-04-12 10:57:56

APs: 11
0d02h24min39s
2024-04-12 13:2233

Total 128/ Used 25

| STA Summary | SSID Summary

® apogsi
®24G 56 856G

Current STAs

Clickthe 7 iconto collapse the RF, AP, and AC details and return to the Client Details page.

| AP Status

AC_LOCATION e ‘
113

(3) Client Information

In the lower left corner of the Client Details page, you can view detailed information about the
client.
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RSS STA
Excellent . 134 winutets)
0 200d.b0c2.2a83 Radio ID: 1 1082.3dd4.7dcf
0.00/0.00 130/144.5 Packet Loss OMHz/100 10110,
Ra/Tx Auerage Rate(Kbps| RxfTx Negotiated Rate{Mbps) Rate (%
Client Info ; nitoring  Client History  Link Detection  App Experience Metrics
200d.b0¢2.2a83
Note: f ton i
205
dBm
|Speed
H24-0- 10 Rx t Data Rate
134 M Data Rate (Kops)/(pps
[
5 150
120
/1445 0

(4) Operational Monitoring
If the client is not enabled with high-frequency telemetry, the Speed Tendency chart of the

client is displayed under the Operational Monitoring tab.

Excellent

o

gnal Strength dBM

6449.7dc1.4594 Radio ID: 3 ap9861 )

0.00/0.00 487.5/6 chot L
Rx/Tx Average Rate(Kt Rx/Tx Negotiated Rate(Mbps} ~Rate
Client Info [: Client History  Link Detection  App Experience Metrics
6449 7dc1.4594
Nots h
dBm
| Speed Tendency

Ifthe client is enabled with high-frequency telemetry and isin telemetry state, the Speed, RSSI,
and Packet Loss/Retry Rate charts are displayed under the Operational Monitoring tab.
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Excellent

Signal Strength dBM

0.00/0.00

Average Rate{Kbps)

Client Info

(5) Client History

138 Minutets)

2024-04-12 10:55:17

173.5/144.5

R/Tx Negotioted Rate(Mbps]

200d.b0c2.2083

192.168.1.3

0.00/0.00

1082.3dd4.7dcf

246

80211 b/g/n

Pa

chet Loss

sTA

o

200d.b0c2.2283

92.168.1.3

Rate (%

Note: Seroll mouse wheel to zoom in and zoom out in the d

Negotiated Rate(Mbps!
180

150

Client History

USER MANUAL AX SERIES CONTROLLERS

G Rad
Radio ID: 1
6282.3dd4.7dd7 2.4G/6/20MH:100%

Link Detection  App Experience Metrics

ata graph area. Click a

RxPacket Rate ® TxPacketRate » Rx Data Rate

+ RxNegotiated Rate e Tx Negotiated Rate

1082.3ddé4.7dcf

» Te Data Rate

Data Rate (Kops)/(pps]

2

| Packet Loss/Retry Rate

Percentage(%)

2024/04/12 13:26:00

» TxRetry Rate @ Tx Packet Loss Rate

The online and offline history of STAs is recorded and displayed under the Client History tab.
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Excellent " 138 winuets '-

0 200d.60¢2 2a83 Radio ID: 1082.3dd4.7dcf

0.00/0.00 173.5/144.5

Enable Logging: (@) ist

Client Info Operational Monitoring :] Link Detection App Experlence Metrics

S. Cause: No data available. IP Address: No data available. ipvé: No data available. RSSL: No data available. Connection
P MAC: 1082.3dd4.7dct, SSID: ap2661

(6) Link Detection
If the client is enabled with link detection, the Packet Loss Rate, Lowest Latency, Average

Latency, and Highest Latency line charts of Air Interface, Gateway, DHCP, and DNS are
displayed under the Link Detection tab. If the client is not enabled with link detection, no link

detection information about the client is displayed under the Link Detection tab.

& Note
Whether information about Air Interface, Gateway, DHCP, or DNS is displayed depends on

the Detection Target configured by choosing Diagnosis > STA Teach > Wlan-Sta-Link

Check > Parameter Config. For details, seejError! No se encuentra el origen de la

referencia..
139 winute
200d.b0c2.2a83 Radio 1D: 1 1082.3dd4.7dct
0.00/0.00 173.5/144.5

Client Info Operational Monitoring ~~ Client History : App Experience Metrics

Note:

Air Interface

To view the link detection data about the client, click Client Link Detection, or choose
Diagnosis > STA Teach > Wlan-Sta-Link Check to enter the page and add the client. For details,

seejError! No se encuentra el origen de la referencia..
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RSS! . N sTA wiFi ap
Excellent \ 139 vinwrets
Signal Strength dBM 2024-04-12 105517 o
200d.00c2.2a83 Radio 1D: 1 1082.3ddd4. 7dcf
0.00/0.00 173.5/130 Packe Los 282300474 Jr—— 0116216106
Rax/Tx Average Rate(Kbps) Ru/Tx Negotisted Rate(Mbps) Rate (%]
Client Info Operational Monitoring  Client History 1k Detect App Experlence Metrics
20s
| Air Interface
189 Mimtes O- Packet Loss Rate -0~ Lowest Latency Average Latency

Highest latency

2024/04/12-13:2722
Packet Loss Rate: 0%

Lowest Latency: 1 ms
Average Latency : 5ms
Highest latency : 20 ms

2024/04/12-1303:42 2024/04/12-13:12:02 2024/04/12-13:20:22

(7) App Experience Metrics
The traffic usage of various applications used by a user is displayed on the App Experience
Metrics page. The list of applications used by a user in the last one hour is displayed by default

(the time range can be customized).

@ Note

On the STA List page, only data about users whose MAC addresses marked with the =

high-frequency telemetry icon in the MAC Address column are displayed on this page.

Back

Client Details

RSSI . o STA WiFi Radio AP AC
Online
Excellent o 34 minutecs) P o - Py
Signal Strength  gpm 2024-04-12 14:53:49 e 8 - &)
0.00/0.00 0 200d.b0c2.2a83 Radio ID: 1 1082.3dd4.7dcf
-00/0. 156/144.5 Packet Loss fezieats 6282.3dd4.7dd7 2.4G/11/20MHz/100% 10.110.216.106
Rx/Tx Average Rate(Kbps) Rx/Tx Negotiated Rate(Mbps)  Rate (%)
Client Info Operational Monitoring ~ Client History ~ Link Detection  App Experience Metrics
MAC Address 200d.b0c2.2a83 ) )
Note: (1)Packet Loss/Retry Rate: good (=0%), medium (0-10%), poor (>10%); (2)Latency/Jitter: good (<=10ms), me -100ms), poor (>100ms
Username
2024/04/12 14:28:11 - 2024/04/12 15:28:11 Q
RSSI(dBm) -34dBm
Upon 2024-04-12 14:53:49
App Name Uplink Traffic (KB) Downlink Traffic (KB) Total Traffic Proportion.(%) Action
Uptime 34 Minute(s)
Latency(ms) 0 any 13.36 272 —100% B Details
Packet Loss Rate(%) 0 N '
Total 1 1 Goto
VLAN 10 10/page !
Rx/Tx Negotiated Rate(Mbps) 156/144.5
Pva 192.168.1.3

Parameter | Parameter Description

Traffic Displays the proportion of the total uplink and downlink traffic used by an
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application to the total traffic within the selected time period.

Displays the latency, packet loss rate, and retry rate of TCP packets send from the
Server

AP to the server.

Displays the latency, packet loss rate, and retry rate of TCP packets send from the
Client

AP to the client (different from the calculation model on the air interface side).
Air Displays the latency, packet loss rate, and retry rate of only downlink wireless
Interface request or response packets send from the AP to the client.

Click Details of a specified application to view the traffic trend chart of the application.

Client Info

Operational Monitoring ~ Client History  Link Detection

bk as Note: Scroll mouse wheel to zoom in and zoom out in the data graph area. Click and hold the left mouse button to drag the data graph.

N any Experience Measurement Results x

Traffic
e Trath wrlink Traff
o Uplink/Downlink Traffic (KB)
10
04

E

2024/04/12 15:19:21 2024/08/12 152301 2024/04/12 152701
1082.3dd4.7def
1 Alr Interface
® PacketLossRate @ Retry Rate  » Latency u
246 Packet Loss/Retry Rate (% Latency/Ft
50211 big,
0861
04
|Server
Retry R L s
Ratry Rate (% Latencylitter (ms
10
1301445 8 Loa
19216813 6 tos
00 0 los
02 to2
2024/04/12 15:15:0 202410412 15:19:2 202470412 15:23:0 2024/04/12 15270
1082.3dd4
1
|Client
246 Retry R, L
Retry Rate (3 Latency/litter (ms)
02.11 by
2p9861
8 tos
6 tos
0 Loa
2 foz
eN 0
202404112 15:150 2024104112 15:18:2 2024/04/12 152301 202410412 1527:0
EN

4.3.3 Roam Info List

Choose Monitoring > STA > Roam Info List.

The roam info list displays the list of roaming devices.
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MAC-based,

STA MAC 1Pvd 1Pv6 WLAN Roaming Type Pre-roaming VLAN

No Data Found

Enter the MAC address in the search bar and click Search. Click Reset to clear contents in the search

bar.
STA MAC IPv4 IPv6 WLAN Roaming Type g VLAN g VLAN

No Data Found

4.4 DHCP

4.4.1 DHCP Client List

Choose Monitoring > DHCP > Client List.

The DHCP client list displays the clients allocated with addresses from the address pool

= @ Config % Diagnosis % Maintenance

[ )
Poed v [ sexen |
& ac .
" MaC Lease Time Allocation Type

AP

STA B No Data Found
 DHCP -
Comw ] e

Server Status

Searching for STAs: If there are a large number of STAs, search for STAs by the MAC address or IP

address. Enter keywords in the input box and click search.
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P MAC Lease Time Allocation Type Action
138.0.0.79 5a18.2200.0056 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.41 5a18.2200.002f 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.83 5218.2200.0058 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.175 5a18.2200.00¢3 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.129 5a18.2200.0092 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.146 5a18.2200.00a3 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.117 5a18.2200.0087 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.35 5a18.2200.0025 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.85 5a18.2200.005a 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
138.0.0.121 5a18.2200.008a 0 Day(s) 4 hour(s) 33 minute(s) Dynamic Allocation
0 (1) 2 3 Next> Lastd [1][c0

4.4.2 DHCP Server Status

Choose Monitoring > DHCP > Server Status.

The DHCP server status page displays the DHCP server status and the usage of the address pool.

@ Config % Diagnosis % Maintenance

DHCP Server Status: @ Off @ Config DHCP

4.5 Security

4.5.1 Wireless Security

Choose Monitoring > Security > Wireless security.

The Wireless security page displays the security situation and the number of security events
handled by the device. The Dangerous WiFi page displays categories of dangerous Wi-Fi signals
and dangerous Wi-Fi alarms. The Attacking WiFi page displays Wi-Fi attacks and attack alarms.

= B —— P I —

Wireless security is not configured.Please configure wireless security first.
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| Attacking WiFi
Scanning for Attacking WiFi:
No attacking WiFi is detected.

No data available

(1) Dangerous Wi-Fi List

Click Details on the Dangerous WiFi page to redirect to the Dangerous WiFi List page.

This function allows you to:
o Display the information about the dangerous Wi-Fi signals.
o Search for Wi-Fi signals by SSID, security type, and status.
o Contain or trust the devices with a certain BSSID.
o Contain an SSID or disable the containment.
Click Back to return to the Wireless security page.
(2) Attacking WiFi

Click Details on the Attacking WiFi page to redirect to the Attacking WiFi List page.

Attacking WiFi D

Scanning for Attacking WiFi:

No attacking WiFi is detected.

No data available

This function allows you to:

o Display the information about the Wi-Fi networks.
o Sort the Wi-Fi networks by the number of attacks.
o Search by MAC address, type, location, and status.

Click Back to return to the Wireless security page.
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5 Configuration

5.1 WLAN

5.1.1 Add WiFi

Choose Config > WLAN > Add WiFi.

The Wi-Fi allows wireless STAs to be associated with the AP for network access. Multiple Wi-Fi
networks can be added or deleted.

@ Note

e Click @ to view the typical data rates in common scenarios.

1. Adding Wi-Fi

Click Add WiFi/WLAN and the WiFi/WLAN Configuration window pops up.

£ 2Monitoring  Diagnosis % Maintenance

Note: 1
Fate Lt

+ Add WIFWLAN X Delete Seiected

PPSK [] WLANIDD ssiD Associated AP Grouo Associated STAs
WiFi/WLAN Configuration

Forwardina Mode Action
WLAN ID: | 1

D: | EKWIFI

wline Registration: [ Support online registration service

Authenticat . Encryption Type: | WPA/WPA2-PSK v

Parameter Description

Online

. . Enable or disable online registration.
Registration

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) 34
Phone:+34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

=1 ’@ EKSELANS BY ITS

Encryption
Type

Open: Indicates no encryption. No password is required when the STA

connects to the Wi-Fi network.

WPA/WPA2-PSK: Indicates WPA mode with a pre-shared key featuring high

security and easy setup, applicable to homes and small-sized enterprises.

WPA/WPA2 802.1X: Indicates WPA or WPA2 mode that implements identity
authentication and key generation through a RADIUS server. Ordinary users
are not advised to adopt this mode as it requires an exclusive authentication

server.

WPA2 802.1X: Indicates WPA2 mode that implements identity authentication
and key generation through a RADIUS server.

WPA2/WPA3: Indicates WPA2-WPA3 hybrid mode, which is determined by
the STA.

WPA3-PERSONAL.: Provides higher security than WPA2 and effectively

prevents dictionary attacks.

WPA3-ENTERPRISE-GCMP256: Configures WPA3-Enterprise mode with
GCMP-256 encryption, providing additional protection for networks
transmitting sensitive data. It is applicable to data-sensitive networks like

government or financial systems.

WPA3-ENTERPRISE-CCMP128: Configures WPA3-Enterprise mode with
CCMP-128 encryption, providing additional protection for networks
transmitting sensitive data. It is applicable to data-sensitive networks like

government or financial systems.

Packet

Forwarding

Central Forwarding: All data is routed through the AC before being

forwarded to other devices. This mode is configured by default.

Local Forwarding: The data is forwarded to other devices directly from the

switch, reducing the load on the AC.

UTF-8: You are advised to select utf-8, as most STAs support UTF-8 encoding

by default.
SSID Code GBK: Some STAs, PCs, and Network Interface Cards (NICs) support GBK
encoding.
You can select encoding modes as required.
do <S If you enable Hide SSID, the SSID is not displayed on the STA. You can only
Hide SSID
find the SSID through searching.
Configure the maximum number of STAs that can be associated with this Wi-
STA Limit

Fi. It is not configured by default, implying that there is no limit.
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Configure a period when the Wi-Fi is turned off. The default value is Never.
Network OFF
Period Configure a period to turn off the Wi-Fi when it is necessary in specific

scenarios.

Configure the NAS ID for the WLAN by entering a string of up to 32 bytes
NAS ID

without spaces.
5G-prior If this feature is enabled, the STA logs in to 5G networks preferentially. It is
Access disabled by default.

After the configuration is completed, click Next to enter the Network Access Configuration page.

Network Access Configuration X
Associated AP Group (@) STAVLANID (& STA DHCP Service &) Network Type Support Radio & Action
Default v D~ v 24G&5G v ~ X +Add

Finished Previous

Parameter Description

Specify which APs transmit the signals for this Wi-Fi. Typically, a single Wi-
Associated AP | Fi hotspot's signal is broadcast by multiple APs. These APs are organized
Group into one group for easy management. If no AP group is configured, all APs

transmit the Wi-Fi signal by default.

STAVLAN ID Enter the VLAN to which the STAs of this Wi-Fi belong.

The STAs connecting to this WLAN network can be allocated with IP
addresses from an address pool that is configured on the local device or
other devices. It is configured on other devices by default. If you choose to
configure the address pool on the local device, click STA DHCP Service to
STADHCP Service | redirect to the Configure DHCP on AC page.

O Note

The IP addresses assigned by DHCP to STAs should be on the same
network segment as the STA VLAN.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) 36
Phone:+34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

E k EKSELANS BY ITS USER MANUAL AX SERIES CONTROLLERS

Specify the network types supported by this Wi-Fi. By default, it supports
both 2.4 GHz and 5 GHz bands.

Network Type

Specify the radios supported by the AP for transmitting the Wi-Fi signal. All
Support Radio

radios are supported by default.

2. Deleting WLAN

Select the WLAN you want to delete and click Delete Selected. Click OK in the pop-up window.

Note: It s recommended to configure English SSIL

O WLANID SSID Associated AP Group Associated STAs Forwarding Mode Action
O @@testwifi_ 0908 Default 1 Central Forwarding m
9 test_map_ I test_map_Ixc 0 Local Forwarding m

(1) Viewing the associated AP group: Click 2 in the Associated AP Group column to display or
delete APs in the AP group.

+ Ad LAN X
WLAN ID SSID Associated AP Group Associated STAs Forwarding Mode Action
1 @®testwifi 0908 Default 1 Central Forwarding B3 | rate timit | [ peta
o 9 test map Ixc 1e>1,m.=p7mD 0 Local Forwarding T8 | rote timit | [ Detais | [ ser solatior
- IGSIJT‘GPJ)\( * Group AP List x " 3
AP Name Status Action
mapS2-stam2 offine E

5w 1

3. Rate limiting

To set uplink and downlink rate limits for a Wi-Fi network, click “*' to view the typical bandwidth

for common application download scenarios. Click Rate Limit to configure the maximum uplink

and downlink rate in the pop-up window, and click Save.

Note: It is re

ewn o]

App Bandwidth:

WLAN ID SSID Associated AP Group Action
1 @@testwifi 0908 Default f m Rat
o 9 test_map_Ixc test_map_Ixc m Rate
10v

1 1
Video Service (SD): 150KB/s -
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Note: " it SIDs.
Rate h use
WLAN ID SSID Associated AP Group Associated STAs
1 @@testwifi 0908 Default 1
o 9 test_map._Ixc test map_Ixc 0

4, Editing WLAN

U

USER MANUAL AX SERIES CONTROLLERS

Forwarding Mode Action

Central Forwarcinn ez @ ‘

Local Forwardir  Downlink: KB/s + t
Uplink: KB/s

Editing the information about the added WLAN

Click Edit in the Action column to edit the existing WLAN. A pop-up window will display the

information about this WLAN. After the information about the WLAN is edited, click Finish. A

message indicating operation success is displayed.

Note: It is
Rate Limit

0 WLAN ID SSID Associated AP Group Associated STAs
1 @@testwifi_0908 Default 1
9 test_map_Ixc test_map_Ixc 0
10v

Setting the rate limit for the added WLAN

Forwarding Mode Action
Central Forwarding

Local Forwarding

To set upload and download rate limits for the added WLAN, click the “*/ icon to view the

bandwidth required in common application download scenarios. Click Rate Limit. On the

displayed page, set the maximum upload and download rates, and click Save.

Note: It is recommended tc

Rate Limit: Refers to t

App Bandvidth:
+ Add WiF/WLAN X t t Webpage: 50KB/s

WLAN ID S$SID Associated AP Group

Bfs

] apoas1 apass1

BOKB/s-150KB/s

ame (Webpage Game): 40KB/s

lode Action

rding

P2P App (Dowmload): 100KB/s - 300KB/s

P2P Stream Media: 200KB/s
Video Sharing: 250KB/s

Video Service (SD): 150KB/s

551D

Associated AP Group Associnted STAs

1 apoast apos61 2

(3) Viewing WLAN details
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Click Details in the Action column and a window pops up, displaying details of the WLAN.

O WLANID ssiD Associated AP Group Assoclated STAs Forwarding Mode Action
a 1 @@testwifi 0908 Def: @@testwifi 0908 Details X
o 9 test_map_ixc test, Details
STAVLANID: 1 STA Limit: No limit
10~
Online Registration: Off Broadcast SSID: Yes
Encryption Type: psk 5G-prior Access: Off
WiFi Password: 11223344 Network OFF Period: Never

SSID code: utf-8

(4) Configuring user isolation

SSID-based isolationis equivalent to AP group-based VLAN isolation. Click User Isolation in the

Action column and a window pops up, displaying the User Isolation Configuration page.

Currently, the user isolation configuration is only supported in the local forwarding mode.

Toggle on or off the Isolation State switch. Click Whitelist and the Whitelist Configuration

window pops up.

Note: It is recommended to configure English SSIDs.
Rate Limit: Refers to the current rate fimit for each user under the WLAN. 3

+ Add WiFi/WLAN X Delete Selected
User Isolation Configuration of test map _Ixc X
[J WLANID SSID

o 1 @@testwifi_0908 e

o 9 test_map_ixc
Associated AP Group STA VLAN ID Isolation State  Action

Show No::| 10+ Total Count:2

Configure the whitelist and it takes effect based on the associated AP group.
Whitelist Configuration oftest_map_Ixc AP Group X

Note: Up to 64 whitelists can be configured (MAC or IP types are supported). When there is only one row and the whilelist
address is empty, saving the configuration will clear the whitelist of currently selected range.

Oshow All Whitelist (Switching will lose unsaved configuration)
STA VLAN ID Whitelist Type Whitelist Address(MAC/IP) Action

1 v MAC v X —+Add

Cancel ‘
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Parameter Description
Select the VLAN that the whitelist applies to. Select only VLANSs already
STAVLANID mapped under this AP group.
Whitelist Type Both MAC address- and IP address-based whitelists are supported.
o When you set Whitelist Type to MAC, broadcast and multicast
Whitelist Address addresses are not supported.
(MAC/IP) When you set Whitelist Type to IP, IP addresses 0.0.0.0 and
255.255,255.255 are not supported.
5.1.2 PPSK

Choose Config > WLAN > PPSK.

Private Pre-Shared Key (PPSK) includes two types: PPSK and Generalized Pre-Shared Key (GPSK),
which are configured separately in two tabs. PPSK and GPSK supports up to 2,000 keys collectively.

1. PPSK

The administrator can configure user accounts here. Multiple keys can be generated based on one

username.

2 Monitoring Config % Diagnosis % Maintenance

Username Created on SSID(Wlan) WiFi Token STA MAC Action

No Data Found

PPSK is only supported by WLANs using WPA/WPA2-PSK. Choose WPA/WPA2-PSK as the
encryption type and enable PPSK on the WIiFi/WLAN Configuration page.
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* Maintenance = ConfigWizard 3

3 Favorite: o
Note: i
Rt rcderthe WLAN. @)
W WLAN -
:l + Add WIFPWLAN [ Delete Selected
p— O WaND ssio Associated AP Groun Astaciated STAS Forwardina Mada Action
AN Configuration x
WLANID: | 1
10: | Exowr
Network 10! 1

(1) Adding users: Click Add User and enter remarks in the pop-up window. Select a WLAN and click

Save. A username can be added multiple times, with a unique key generated each time.

= @Monitoring c WDiagnosis % Maintenance B - coowind O R -

% WLAN - MNote: Each STA has 2.0 lation,
Th STA will be = S ]
Add WIF]
+ Add User | Delete Selected  Restore User 8 Backup User B Batch Add User . Export Token Usema STA MA m
. 0 Username Created on SSID(Wian) WIFi Token STA MAC Action
No Data Found

® Network . Add User X

Securi 10 v 1[G

Username

= Authentication

Optimization M

Soluti

(2) Deleting users: Click Delete in the Action column to delete a user. Select multiple users and click

Delete Selected to batch delete users.

[/] Remark Created on SSID(Wlan) WiFi Token STA MAC Action

. ]
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(3) Backing up user data: Click Backup User and OK in the pop-up window to download data to

the local device or upload the data to other devices for data backup.

(3)  Are you sure you want to
backup 0 users(the backed up
'WiFi token will be processed
with Hash algorithm)?

=]

(4) Restoring user data: Click Restore User to import the user data backup to the current device.

PPSK  GPSK

Restore User

Note: If you want to replace the device, please export the users from the old device and import them to the new device.
1t takes some time to calculate the tokens ( 3min for 2000 STAs). During this period, STAs may fail to sccess the WiFi
network.

(5) Batch adding users: Click Batch Add User. Click Download Template on the Batch Add User
page. Add usernames in the template file. Select a method of adding users and click Save. Click

Browse to select the template file and then click Import to import the template file to batch
add users.

PPSK  GPSK.

Batch Add User

x
P T Y STV, e |

It takes some time to calculate the tokens ( 3min for 2000 STAs), During this period, STAs may fal o sccess the WiFy
network.

Select Mode: (O Overwrite
The available tokens will be cieared and each imported user will get a new
token.

® Append

The avalable tokens will be preserved and each Imported user will get a new

token.

(6) Exporting keys: Click Export Token to export all users and keys to the local device.
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()  Are you sure you want to export
0 user(s)?

2. GPsSK

Each GPSK is an independent Wi-Fi key. PPSK and GPSK supports up to 2,000 keys collectively.
Promptly delete and recycle unused Wi-Fi keys to avoid exceeding the limit. STAs using the GPSK
for login are managed based on the GPSK. The number of STAs, data rates, uptime, and VLAN

redirection can be managed on this page.

(1) Generating a GPSK: Click Generate GPSK and edit the fields in the pop-up window. Click Save

and a message indicating operation success is displayed.

3 Favorites ©® sk Gpsk

Add WiFi

PPSK

Generate GPSK
B AC

Tip: I the WLAN is madified, all online terminals in the group will be disconnected!

&
€ Network . Group Name: | GPSK Name ]
@ Security . Wian: { |t
A Authentcation  + Max. Client MACs: *
@ Optimizaton -
Downlink Speed Limit: | no limit [ not files | KB/s
@ Solution
VLANID: [ terminal jumps to vian
& Advanced
ed time if not filled IHoulEsJ
=
o e
Parameter Descrlptlon

Enter a UPSK group name. Enter a string of 1to 31 characters. Spaces, double

Group Name guotes, commas, or full-width characters are not allowed.

Select the WLAN ID to be associated with the UPSK. Only WLANs enabled with

WLAN PPSK are available.

Max. Client Enter the maximum number of MAC addresses that can be associated. The
MACs value ranges from O to 65,535. Value 0 indicates no limit.

Downlink Configure the downlink rate limit in KBs per second. The value ranges from 8

Speed Limit to 65,280. This field is optional.
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After this parameter is configured, the STA will be redirected to this VLAN upon

VLANID login. The value ranges from 1to 4,096. This field is optional.
Effective Indicates the validity period of the key in hours. The value ranges from 1to 100.
Duration This field is optional. The key is permanently valid if it is left blank.

The key can be manually configured. Enter a string of 8 to 13 characters,
Key consisting of numbers or letters. This field is optional. A random key will be
generated if it is left blank.

(2) Editing users: Click Edit in the Action column. Edit the fields in the pop-up window and click

Save.

PPSK  GPSK

Generate GPSK

Group Name: | GPSK Name

Wian:

Max. Client MACs: | 0 indicates no limit.

Downlink Speed Limit: | no limit if not filled

VLAN ID: | terminal jumps to vian

Effective Duration: | unlimited time if not filed | Hour(s)

Key: | Randemly created if not filled|

Cancel

(3) Deleting users: Click Delete in the Action column to delete a user. Select multiple items and

click Delete Selected to batch delete users.

(4) Batch adding users: Click Batch Add User. Click Download Template on the Batch Add User
page. Add UPSK information into the template file. Select a method of adding users and click
Save. Click Browse to select the template file and then click Import to import the template file

to batch add users.

PPSK  GPSK

Batch Add User X

s s B i e A o

The username cannot contain spaces or question marks(?). . in the template, a maximum of 5 MAC ket

10 each GPSK.

It takes some time to calculate the tokens ( 3min for 2000 STAs). During this period, STAs may fail to access the WiFi
network.

Select Mode: O Overwrite
Al existing GPSK configurations will be deleted, and client will be offline.

Configurations will be regenerated based on the template.
® Append
New configurations will be generated based on the template, and old

configurations will remain unchanged.
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(5) Exporting configuration: Click Export Config to export all UPSK data to the local device.

PPSK  GPSK

PPSK. You are advised to delets any unused Wi-Fi key in time to avoid exceeding the limit. A client which uses the key of GPSK to ga online will be bound to GPSK for

+ Generate GPSK X Delete Selected T Batch Add User 2, Export Config Search by SSID o[ Plea ' v
O] Group Name SSID(Wian) First time Expired at Expired  Max. Client MACs VLAN ID Downlink Speed Limit Action
N Pt Emiind
0w A " port 1

(6) Managing client MAC addresses: Includes the management of dynamic and static clients. On
the dynamic client management page, you can log out dynamic clients manually. On the static

client management page, you can add or delete static clients.

52 AC

5.2.1 Hot Backup/Cluster

The Hot Backup/Cluster page includes Hot Backup and Cluster tabs.
1. Hot Backup

Choose Config > AC > Hot Backup/Cluster > Hot Backup.

In Fit AP mode, the AP has to establish a CAPWAP Tunnel with the AC to operate normally. Hot
backup enables the AP interconnected with the AC to switch the CAPWAP tunnel in milliseconds
when the AC fails. This allows the STA to quickly switch over to the backup AC and guarantees non-

stop services, ensuring the availability and stability of STAs.

_ EConfigWizard QA admin -

AC - + Add Hot Backup % Delete Selected Search by Peer Tunnel IP:

Hot Backup Name Tunnel IP of Peer AC Enable/Disable Device Status Work Mode Service ID Action

No Data Found

(1) Adding the Hot Backup

Click Add Hot Backup to enter the configuration page.
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HotBackup ~ Cluster

Add Hot Backup

Hot Backup Name: |

Tunnel IP of Peer AC: ‘ * interface address of backup AC

Local IP: | @ linterface Info]
Backup: () Enable # the hot backup capacity exceeds the limit. the device cannot be enabled with hot backup
Work Mode: | Please select Yo

Service ID: .m‘ * The primay AC and the backup AC share the same setvice ID.

(o | IEEE

HotBackup  Cluster

Add Hot Backup

Service ID: @ New & The primary AC and the backup AC share the same service I0.

AP Group: [—v]~ [AP Settings]
% Advanced Setting
DHCP Service: | [DHCP Settings)
VRRP Port Group: [VRRP Settings]
-

(oo | NE

Hot
Backup Configure the hot backup name.
Name

. L b Enter the IP address on the peer side of the tunnel for commmunications between
unne
the AP and AC. The IP address of interface LoopbackO is configured as the tunnel

of Peer AC
IP address by default.
If the communication is not established through interface LoopbackO, configure
the local IP address.

Local IP
Typically, the interface IP address is configured as the local IP address. Configure
this parameter by clicking Interface Info to view interface details.

Back Enable or disable hot backup. This feature cannot be enabled if the number of

ackup

hot backups reaches the limit.
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The Hot Backup Mode and Fast Switchover Mode are supported by a regular
AC.

The Hot Backup Mode and Cold Mode are supported by a headquarters or

branch AC.
The work modes are described as follows:
Work Mode
Hot Backup Mode: Applies to scenarios with requirements for stable
performance. To avoid hot standby flapping, you are advised to adopt this mode.
Fast Switchover Mode: Applies to scenarios with high requirements for
switching performance. This mode may lead to frequent hot backup switching.
Cold Mode: Applies to hierarchical AC scenarios.
Service ID Enter the service ID, that is, context ID. This field is optional.
The AP groups for active and backup devices must be configured consistently.
AP Group
Click AP Settings to add AP groups for the current device.
Advanced settings are not supported in virtual AC (VAC) and hierarchical AC
Advanced .
(headquarters AC and branch AC) scenarios.
Settings

They are supported by only normal ACs.

VRRP Port | TheVRRP groups for active and backup devices must be configured consistently.

Group Click VRRP Settings to add VRRP for the current device.
DHCP The DHCP for active and backup devices must be configured consistently. Click
Service DHCP Settings to add DHCP for the current device.

Select the priorities of the hot backup devices, including three options: medium,
Priority
high, and low.

(2) Deleting hot backup devices: Click Delete in the Action column to delete an item. Select

multiple items and click Delete Selected to batch delete items.

Cluster

up E Search by Peer Tunnel IP: m Reset

Hot Backup Name Tunnel IP of Peer AC Enable/Disable Device Status Work Mode Service ID Action

snas Eror , 2 o | R

10v 1

(3) Editing hot backup devices: Click Edit in the Action column. Edit the fields in the pop-up

window and click Save.
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Note: The backup function provides millisecond-level CAPWAP tunnel switchover for A nected APs when the A nreachable (faulty 15 10 re to the utmost extent that services of a sted STAs are not
nterrupte:

Search by Peer Tunnel IP:

Hot Backup Name Tunnel IP of Peer AC Enable/Disable Device Status Work Mode Service ID Action

2. Cluster

Choose Config > AC > Hot Backup/Cluster > Cluster.

An AC cluster includes multiple ACs for an AP. When the AP fails to interconnect with an AC, the
AP can use a backup AC. It prevents the unavailability of APs due to AC failure, enhancing the

reliability of wireless networks.

Configure up to three backup ACs based on IPv4 or IPv6 addresses.

@ Monitoring © Diagnosis 3 Maintenance SConfigWizard QA admin -

% WLAN ' Note: A

5.2.2 Hierarchical AC

Choose Config > AC > Hierarchical AC.

Details of hierarchical ACs are displayed on this page.

@ Monitoring @ Diagnosis 3 Maintenance _ = ConfigWizard QR admin
+ WLAN 4 T
= ) Headquarter AC
AC Branch AC
Normal AC
Hot Backup/Cl
Roaming

(1) Viewing AC details: Click Details to view AC details.
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AC Name 63.254.254.38Details % ——
63.254.254.38 's)
Online Clients: 0 Memory: 37.4% assigned License: 0
izl ‘£ Connected APs: 0 CPU: 0.9% backups License: 0 o ‘il

Unconnected APs: 1

5.2.3 Roaming

Choose Config > AC > Roaming.

Roaming refers to the ability of an STA to connect to and use the services of another AP outside its
original network coverage area. The AC roam group allows STAs to roam across APs with consistent
experience.

The roaming range for STAs cannot extend infinitely. To enable STAs to roam across APs associated
with different ACs and manage the roaming range of STAs, the ACs in the area where the STA

moves are moved into a roam group.

) Note
The number of member devices in the roam group is limited to ensure the efficiency and
reliability of commmunications between ACs in a roam group. Each roam group contains a

maximum of 24 AC members.

2 Monitoring % Diagnosis % Maintenance ad QA admin -

Hot Backup/Cluster

® WLAN .

Hierarchical AC

[ 1]

Security
% Authentication

@ Optimization

(1) Adding roam groups: Click the + button on the Roaming page to add a roam group. The Roam
Group Name field is mandatory, while other fields are optional. Multiple member ACs can be
selected. Clicking Save and the roam group will be displayed on the Roaming page after a

message indicating operation success appears.
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Add Roam Group

Roam Group Name: [:] * Range: 1-63 bytes
Keepalive Interval Range: 1-30 seconds

Member AC: + Loopback IP

Cancel Save

(2) Editing roam groups: Click Edit in the box of a roam group. Edit the fields in the Edit Roam

Group window and click Save.

Edit Roam Group

Roam Group Name: * Range: 1-63 bytes
Keepalive Interval: Range: 1-30 seconds

Member AC: + Loopback IP'

Cancel Save

(3) Deleting roam groups: Click Delete in the box of the roam group you want to delete and click

OK in the pop-up window.

(?)  Are you sure you want to delete
the roam group?

Cancel
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53 AP

5.3.1 AP Management

Choose Config > AP > AP Management.

APs must be associated with an AC and added to an AP group before providing services wireless

STAs. All newly added APs are assigned to the default AP group.

@ Diagnosis % Maintenance v d Q8 admin -

WLAN . Note:

s [Reset | AP Group Name: Al AP Groups
[ Change Group #aOn & Off X Delete Offline AP More Search by AP Name ~ Search Reset
|:| wpcrowp [N [imeort AP | -

AP Name P MAC Location Status. Online STAs Traffic (kbps) Model Action
iBeacon All AP Groups
Load Balance efault
No Data Found
Virtual AP
Hotspot20
10 v 1 |[Ga
® Network

@ Security
Authentication
® Optimization

¥ Solutior

(1) Adding AP groups: Click Add Group and the Add AP Group window pops up. Enter the AP group

name, select member APs to be added to this AP group, and Click Save.

AP Management  i-Share+ AP Map List

Note: to the sum of LAN p in the C. !, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user. (2)

Search by Group Name‘ AP Group Name: All AP Groups

Add AP Group x

[ Change Group # lame [ |
arcrop  [EEREERY [ import AP |
O | e EETE—
- Al AP Groups

Show No.:( 10 v KFist CPre Next> Lastd [ 1] [Go)
{Pre 1/1 Next>
Parameter Description
AP Group Name This field is mandatory.
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Select member APs to be added to this AP group. An AP can be added to
Member AP only one group. If APs are not added to any group, they are assigned to

the default AP group.

(2) Batch importing APs: If many APs are to be imported, export the current configuration file. Edit
configurations and import the edited file back to the device to realize batch configurations. You

can also download the template file to edit configurations and import it back to the device.

AP Management  i-Share+ AP Map List

Batch Import AP

| Tips: It is recommended o download the template, ill in data and import the file. Template: ap.csv Download

and automatic power are supported. For example, 40]jauto’ means

| power.

Batch Import: Export Config

(3) Deleting AP groups: Select the AP group you want to delete and click x. Click OK in the pop-up

window to delete the AP group.

© Note

e The default group cannot be deleted.

e After an AP group is deleted, the APs in this group are automatically assigned to the default
group.
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(?) Are you sure you want to delete
the AP group?

(4) Adding APs: Click Add AP to add APs to a group. The AP Name and MAC fields are mandatory
while other fields are optional. Click OK and the AP will be displayed in the AP list after a

message indicating operation success appears.

‘ AP Management  i-Share+ AP Map List

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each user. (@

Search by Group Name AP Group Name: test

[2 Change Group Z0n & Off X Delete Offline AP Search by AP Name N ]
AP Group m
(1 AP Name »P MAC Online STAs Traffic (kbps) Model Action
= 1 All AP Groups Delete AP
L Default £ Wired VLAN
T T No Data Found
Restart AP
Restore Factory Settings
Show No:[ 10_v] Total Count:0 —_— KFirst <Pre Next> Lastd [1][Go)
Add AP X

e Advanced Settings

AP Group: | test hotspot e | @

Telnet Account: [ldmh—]

Telnet Password: | |0 Show Password
wwew:| o

AP Name Enter the name of the AP. If the AP is offline, the AP name cannot be edited.
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Enter the MAC address of the AP. The MAC address cannot be edited if the

MAC AP is online.

Location Enter the location of the AP. For instance, if the AP is deployed in Room 201
on the 19th floor, enter 194201 in this field.

AP Group Enter the group of the AP. An AP can belong to only one group. By default,

an AP belongs to the default group.

Enter the account for logging into the AP. Both Telnet account and

Telnet Account
password are mandatory.

Enter the password for logging into the AP. Both Telnet account and

Telnet Password
password are mandatory.

The AP can be assigned with an IP address through DHCP. You can also
configure a static IP address, which requires the configuration of the
gateway address, tunnel IP address, IPv4 address, and IPv4 subnet mask.

Tunnel IP 5
A\ caution

This configuration may cause an AP disconnection.

(5) Editing APs: Click Edit in the Action column and edit the AP information in the pop-up window.

Click Save and a message indicating operation success is displayed.

Parameter Description
Wired Port The wired port is enabled by default.
AP IPv4 The AP can be assigned with an IP address through DHCP or manually

specified with a static gateway address, a tunnel IP address, an AP IPv4

AP [Pv4 Mask
address, and an AP IPv4 subnet mask. The AP IPv4 gateway is the

parameter for configuring the static IP address. You can configure the AP
IPv4 address, AP IPv4 subnet mask, and AP IPv4 gateway by running

command ip address 2.2.2.2 255.255.255.0 2.2.2.1.
AP IPv4 Gateway

A\, caution

This configuration may cause an AP disconnection.

Offline SSID Enter the SSID broadcast by the AP when it is disconnected.

Hide Offline SSID Display or hide the SSID broadcast by the AP when it is disconnected.

O Note
The Edit AP window displays the configurations instead of the AP status. Run the show ap-
config running +name commmand to display the configurations. The AP list displays the AP status

through the getAPList.
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(6) Deleting APs: Select one or multiple itemsin the AP list and click Delete AP. Click OK in the pop-
up window to batch delete the APs.

(7) Restarting APs: Select one or multiple items in the AP list and click Restart AP. Click OK in the

pop-up window to restart the APs.

A\ caution

This configuration may cause an AP disconnection.

(8) Restoring factory settings: Select one or multiple items in the AP list and click Restore Factory

Settings. Click OK in the pop-up window to restore the APs to factory settings.

(9) Configuring wired VLAN: Click Wired VLAN and the Wired VLAN window pops up. Enter the
VLAN ID, select the wired port, and click Save.

(10) Enabling APs: Select one or multiple items in the AP list and click On to batch enable AP

radios.
(1) Disabling APs: Select one or multiple items in the AP list and click Off to batch disable AP radios.
(12) Deleting offline APs: Click Delete Offline AP to delete all offline APs.

(13) Configuring radio: Click Radio in the Action column and the WiFi Radio Settings window pops

up.
Parameter Description
RF Port This field is displayed only when the AP has at least three radios.

2.4GC Network
Enable or disable the radio.

5GC Network

) Configure the country or region code for the AP. It is consistent with the
Country or Region )
country or region code of the AC by default.

Select the IEEE 802.11 standard that the RF card complies with.
The options for the 2.4 GHz network include:
1bgn, indicating IEEE 802.11b/g/n.

Tbgn+1lax, indicating IEEE 802.11b/g/n/ax

WiFi Protocol

The options for the 5 GHz network include:

Tan, indicating IEEE 802.11a/n.

TNan+1lac, indicating IEEE 802.11a/n/ac.

Tan+1lac+T1ax, indicating IEEE 802.11a/n/ac/ax.

Select the Wi-Fi channel based on the country or region and network
WiFi Channel

type.
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Options:
Auto: Auto

Power Saving: The power value is 30.

Power

Standard: The power value is 80.

Enhanced: The power value is 100.

Custom: The power value is customized.
STA Limit Configure the maximum number of STAs supported by the radio.
Frequency

Specify the channel bandwidth supported by the radio.
Bandwidth

Receiving/Sending | Enable or disable the receive or transmit antenna.

(14) Rate limiting: Click Rate Limit in the Action column to configure the uplink and downlink

rate limit.

(15) Configuring VAP: Click VAP in the Action column to enter the Virtual Template page. Click
Apply Template and select a template name. Configure the virtual AP ID and click OK.

e+ AP Map List

Note: Traffic refers to the sum of LAN port traffic in the CAPWAP tunnel, including STA and AP traffic.
Speed limit: refers to the current AP under the speed limit for each usec (3)

e .
_— Configure AP: SAP750-SP X il
ApGroup o | 'mpori B — ——‘
on
= i All AP Groups
B Cohakt ?;t:wﬁam::unbcm(mhndm(omlhula sub APs. Different virtual sub APs provides variant wireless services using different virtual tempiates. To manage ' [ Rate Limit )
Note: The 3 Apply Template x = =
1 test_hotsp... ‘ e .J Rate Limit
V. S——
i B (e
e ) 1B [ Rate Limit
1 test wifi7... =
= 0 Temy Virtual AP ID: -
1 [ Rate Limit |
' | Rate Limit |
ﬁ ' | Rate Limit
Shaw No: [70v) Total Count) KFist <pre Net> Lastd [1][GO) (@) Net> wastd [1][co]

5.3.2 iBeacon

Choose Config > AP > iBeacon.

iBeacon is a protocol based on the Bluetooth Low Energy (BLE) technology. The APs enabled with
iBeacon can broadcast a specified ID generated by a third party and the software on clients

respond accordingly after receiving the ID.

Example: The shopping mall can apply iBeacon to push ads to customers.
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—

3 Favorites -]

o WLAN . ; -
L @ Config iBeacon X Clear iBeacon {Beacon-based v | Supported -

AP Name AP Group ] MAC Status iBeacon Action
& AP

AP Management No Data Found

Load Balance 10 v 1[G
Virtual AP

Hotspot2.0

Metwork

Security
Authentication
® Optimization
% Salution

Advanced

(1) Searching for APs: Search for APs using the filter or entering keywords. Click Reset to clear the

search criteria.

Note: iBeacon is the name for Apple's technology standard. The underlying nication te y is Bluetooth

ConfgBeacon X Ciar Bescon

iBeacon-based

AP Name AP Group P MAC Status AP-status-based Action
AP-group-based
AP-name-based
1P-based
No Data Found | MAC-based
10 v 1| (Go

(2) Configuring iBeacon: Click Edit in the Action column to enter the iBeacon configuration page.

Fill in the parameters and click Save.

iBeacon-based v = Supported < m
AP Name AP Group P MAC Status iBeacon Action
Default Online No Config m
Default ffline No Config
AP840-| test_hotspot_Ixc 10.104.207.243 ' Online No Config
SAP750-SP Default 10.104.220.73 ffline No Config
ap820-2 Default 10.104.255.236 ffline No Config
ap820-l(v3)1 test_wifi7_Ixc 192.168.30.8 ffline No Config
map852-sf-m2 test_map_Ixc 10.104.255.228 ffline No Config
10v 1
Radio
uuID:
Major: 0 ~ 65535
Minor: 0 ~ 65535

(3) Batch configuring iBeacon: Select the items in the list and edit the fields in the Batch Config

iBeacon pop-up window.
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Note: iBeacon is the name for Apple's technolagy standard. The underlying communication technology is Blustooth Low Energy. It allows Mobile Apps (running on both i0S and Android devi

listen for signals from beacons in the physical world and react accordingly.

Example: After this solution is applied in the mall, users will get AD push via WeChat Shake. (2)

% Config iBeacon X Clei

AP Name

(]

0074.9¢85.176a

®

5869.6c7a.6252

®

5869.6c84.d2e5

5869.6c98.5e1d

5869.6ce9.100e

E B B B

XL _test 04

Show No.: Toti

Batch Config iBeacon

Note: The fallowing data is provided by the third party (mall).

UuID:

Major:

Minor:

S e
X

Action

- Last >

(4) Batching deleting iBeacon: Select the items in the list and click Clear iBeacon.

5.3.3 Load Balance

Choose Config > AP > Load Balance.

If there are multiple APs on the WLAN, signal overlapping occurs. STAs are associated with APs

randomly, leading to heavier load on some APs and poorer network utilization. To realize load

balancing, assign the APs within an area into one group to coordinate STA access.

* Maintenance

Balaneing Type

Balancing Threshold Member AP Action

No Data Found

(1)  Adding balancing groups: Click Add Balancing Group and edit the fields in the pop-up window.

Click Save and the balancing group will be displayed in the list after a message indicating

operation success appears.
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ere are multiple APs with overlapping wireless signal, one AP maybe overloaded leading to awful WiFi utilization for STAs are randomly accessed. Load balancing function helps control STA access an d balance traffic load by dividing APs in one area into different load-

ociated with 15 STAs and AP2 with 10 STAs. Since the difference of their STA numbers exceeds the current threshold, subsequent STAs will be associated with AP2

-+ Add Balancing Group | X Delete Selected

Add Balancing Group X
[1 Balancing Group Name Member AP Action
Balancing Group Name:
Balancing Type:| STA-count: based v
Show No Total Count:0 STA Threshold:| 3 ® KFirst < Pre Next> Lastd [ 1]
STA Difference: | 3 ®
Member AP: R
. o
Parameter Description

Balancing Group

Name

This field is mandatory. This parameter cannot be modified in edit mode.

Balancing Type

Select STA-count-based or AP-traffic-based. This parameter cannot be

modified in edit mode.

STA Threshold

To realize load balancing, the number of STAs associated with each AP
should exceed the STA threshold.

STA Difference

To realize load balancing, the difference in the number of STAs associated

with APs should exceed the STA difference value.

Traffic Threshold

To realize load balancing, the data traffic on each AP should exceed the

traffic threshold.

The traffic load is balanced when the difference of traffic on APs is

reduced to a certain value.

Member AP

Select the AP members in this load balancing group. Each AP can be

assigned to only one group.

(2) Deleting load balancing groups: Click Delete in the Action column to delete a load balancing

group. Select load balancing groups in the list and click Delete Selected. Click OK in the pop-

up window to batch delete load balancing groups.

(3) Editing load balancing groups: Click Edit in the Action column and edit the fields in the pop-up

window. Click Save and a message indicating operation success is displayed.
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5.3.4 Virtual AP

Choose Config > AP > Virtual AP.

Add and configure a template and apply the template to an AP group or an AP to realize AP

virtualization.

(1) Adding templates: Click Add Template and configure the parameters on the Add Template
page. Click OK to create the template. After the template is added, click OK to redirect to the AP
Management page to apply the template. Click Cancel to return to the Virtual AP page.

( [ | et seces
. O Templste Name ACIP 'WLAN Capacity Client Capacity Uplink Port ID Action
T Add Template X
Load Balance Show No[ 10 ) Total Count:) t M Lastd [1
Parameter Description
Template ) o
Enter the template name for virtual AP management. This field is mandatory.
Name
AC IP Enter the tunnel IP address of the AC for AP management.
WLAN ) )
) Enter the maximum number of WLANSs supported by this template.
Capacity
Client ) ) )
) Enter the maximum number of clients supported by this template.
capacity
Uplink port ' ) .
D Virtual APs use the uplink port ID used by the active AP by default.
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Next

Create template success, click OK jump to AP management, click Cancel return to Template management.

(2) Deleting templates: Click Delete in the Action column to delete a template. Select multiple

items and click Delete Selected to batch delete templates.

Note: An AP can be virtualized into multiple sub APs. Different virtual sub AP provides variant wireless services using different virtual templates. One template can be used by APs (groups). If the template is deleted, the APs will be down.

-+ Add Template | X Delete Selected

Template Name acip WLAN Capacity Client Capacity Uplink Port ID Action

test 192.168.10.1 Default Default Default

test2 192.168.13.1 Default Default Default

Show No: Total Count:2 Krist <Pre (1) Next> Last)l

Network

Interface

Choose Config > Network > Interface.
1. Interface & VLAN

Click Edit in the Action column. A window pops up displaying the information about the VLAN to

which the port belongs. Edit the fields in the window. Click Save and a message indicating

operation success is displayed.

3 Favorlies ©  interface &VIAN  AggregatePort  Interface

soB 8
3 B =
z

VLAN
Route
DHCP GON_} Grey Down
VRRP Mode: @ ACCESS () TRUNK

@ , —
@ Security Default vLAN: | 1 * (Range: 1-4094)

A Authentication

Allowed VLAN: [ 1 ] * (Range: 14084
@ Optimization
e sl .
e )
@ Advanced .
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2. Aggregate Port

(1) Adding aggregate ports: Click Add Aggregate Port. Edit the fields in the pop-up window. Click

Save and the aggregate port will be displayed in the list of aggregate ports after a message

indicating operation success is displayed.

@ Monitoring W Diagnosis % Maintenance CEEEEE) = covowid 0 A dmin -

3 Favorites e eriace & VLAN
5 WLAN . + Add Aggregate Port | X Delete Selected
% AC . O Aggregate Port Member Port Port Type Action
@ Network = Add Aggregate Port X

VLAN

Route Port Type: @ L2 Port{Switching Port) 0 L3 Interface{Routing Interface!

DHCP

@ Advanced

The following figure shows the panel where you can select member ports. The ports in gray have
been configured as member ports of an aggregate port. The number under the port icon indicates

that this port is a member port of the specified aggregate port.

Add Aggregate Port X

Port ID:

Port Type: @ L2 Port(Switching Port) (O L3 Interface(Routing Interface)

Select Port:

1 e 1 I 1 I 1 I

Gio/1 Gios2 Gi0/3 Gio/4 Gid/s Gio/e Gi/7 Gio/e

Note: The VSL interface cannot be configured.

Cancel Save

(2) Deleting aggregate ports: Select the aggregate ports in the list. Click Delete Selected and click
OK in the pop-up window to delete the aggregate ports.

/LAN  Aggregate Port  Interfa

+ Add Aggregate Port| x Delete Selected

Aggregate Port Member Part Port Type Action
AgaregatePort 2 Gl0/3,Gl0/4 L2 Port(Switching Port)
) :
0 Q) 1| [6e]
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(3) Editing aggregate ports: Click Edit in the Action column. A window pops up displaying the
information about the aggregate port and edit the fields in the window. Click Save and a
message indicating operation success is displayed.

Interface & VAN~ Aggregate Port  Interface

Edit Aggregate Port

Port Type: @ L2 Port(Switching Pert) O L2 ing Interface)

Select Port:

Note: The VSL interface cannot be configured.

Cancel Save

3. Interface

Click Delete in the Action column. A window pops up displaying the information about the

interface. Edit the fields in the window. Click Save and a message indicating operation success is
displayed.

B OAC
% AP
Edit Port GiD/2

VLAN

e Aol Sepus

DHCP IPvd: [—l
@ Security .

.

A Authentication . e
& opimization X ST 3 Advanced Settings’
@ Solution .
) ) - |
Parameter Description
Admin Status Select the status of the interface.
IPv4 Enter the IPv4 address of the interface.
Mask Enter the IPv4 subnet mask of the interface.
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Description Enter the description or alias of the interface.

The options including Copper Port and Fiber Port are displayed based on

Copper/Fiber Port N
the hardware capability.

IPve Enter the IPv6 address of the interface.

Speed Configure the rate of the interface.

The work modes of the interface include negotiation, duplex, and half-

Working Mode
duplex modes.

5.4.2 VLAN

Choose Config > Network > VLAN.

(1) Adding VLANSs: Click Add VLAN and edit the fields in the pop-up window. Click Save and a
message indicating operation success is displayed. The added VLAN is displayed in the VLAN list.

@ Monitoring % Diagnosis % Maintenance G = covowind 0 R oadmin -
3 s )
% WLAN .
0 viANID 1Pud 1Py Mask 1Pv6 Address/Mask 1P Allocation Mods Action
A . o 1 105224237 255.255.2480 DHCP -
5 AP . Show No: (70 ] Total Count1 Add VLAN x fist Cpre (D) Net> Lastd [0
,
N ID
ntertace
e | Stati IP Address -

,,,,, Advanced Settings

@ Solution

@ Advanced . r

(2) Editing VLANSs: Click Edit in the Action column and a window pops up displaying the

information about the VLAN. Edit the fields in the window. Click Save and a message indicating

operation success is displayed.
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Edit VLAN

IP Allocation Mode: | DHCP v

mressemeeee ) Advanced Setting

Cancel Save

(3) Deleting VLANS: Click Delete in the Action column and click OK in the pop-up window to delete

a VLAN. Select multiple items in the list. Click Delete Selected and a window pops up. Click OK
to batch delete VLANSs.

+ Add VLAN
O VLANID IPua 1Pud Mask 1PV6 Address/Mask IP Allocation Mode Action
o o1 105224237 255.255.2480 DHCP

Show No:( 1] Total Count:2 KFist <Pre (1) Next> Lastd [T ][60)

5.4.3 Route

Choose Config > Network > Route.

(1) Adding static routes: Click Add Static Route. Edit the fields in the pop-up window. Click Save

and the static route will be displayed in the route list after a message indicating operation
success appears.

U3 Favorites ©  sttic Route

w®AC
% AP .
[o mewen | - Ad statc Route
Interface
VLAN

1P Type: @ Pt O IPVE.

Route Destination Subnet .
. Subnet Mask: [ ],
VRRP

A Authentication Next Hop Address: : .

o ommaen T

¢ Solution »

o ams =]
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(2) Adding default routes: Click Add Default Route. Edit the fields in the pop-up window. Click Save

and the default route will be displayed in the route list after a message indicating operation

SUCCess appears.

O Note

Route selection involves a primary route and backup routes. When the primary route is
unavailable, the backup route will be adopted. The selection of the backup route is also

determined by the priority levels. For instance, backup route 1 has a higher priority than backup

route 2.

Static Route

Note: Routing includes a primary route and backup routes. When the primary route does not work, a backup route takes effect in accordance with the priority level. The Backup Route-1 has higher priority than the Backup Route-2.

+ Add Static Route |-+ Add Default Route | X Delete Selected

Destination Subnet Subnet
o stination SuBne —— Add Default Route X

Routing Type Action

IPType: @ P4 (3 1Pv6

Egress Port: | Select Port v
Show No:[_10_v] Total Count:0 KFirst < Pre Next> Lastl (1 ](Go)

Next Hop Address:

Routing: | Primary Route v O

Cancel Save

(3) Editing routes: Click Edit in the Action column, and a window pops up displaying the

information about the route. Edit the fields in the window. Click Save and a message indicating
operation success is displayed.

(4) Deleting routes: Click Delete in the Action column to delete a route. Select multiple items and

click Delete Selected. Click OK in the pop-up window to batch delete routes.

5.4.4 DHCP

1. DHCP Address Pool

Choose Config > Network > DHCP > DHCP Address Pool.
(1) Adding DHCP address pools: Click Add DHCP and edit the fields in the pop-up window. Click
Save and the DHCP address pool will be displayed in the list after a message indicating

operation success appears.
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T3 Favorites

Name

DHCP Address Pool

+ Add DHCP| X Delete Selected @ Excluded Address Range  DHCP: ﬂ)

Static Address Pool  DHCP Relay ~ Client Binding
Lease Time DNS Action

IP Address Range Default Gateway

No Data Found
nterface
0~ GoJ
VLAN
Route
VRRP
@ Security
Add DHCP X

Pool Name:

Type: @ IPvd O IPv6

Address Range:

Default Gateway:

Lease Time: | 8

Preferred DNS Server:

Secondary DNS Server:

1 to| 254 ¢

hour(s) v *

Option 138: @
Option 43: @
[Go to Advanced Settings]
Parameter Description
Pool Name Enter the name of the DHCP address pool.
Type The options include IPv4 and IPv6.

Address Range

Configure the range of the DHCP address pool.

Default

Configure the default gateway for the DHCP address pool.
Gateway

Configure the lease time for the DHCP address pool, either a limited time
Lease Time

span or no time limit.

Preferred DNS

Server

Configure the preferred DNS server for the clients using the DHCP address

pool.

Secondary DNS

Server

Configure the secondary DNS server for the clients using the DHCP address

pool.

Option 138

The DHCP Option 138 is used to inform the AP of the IP address of the AC to
associate the AP with the AC. Typically, this field is filled in with the |IP address
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of the loopback interface of the AC.

The DHCP Option 43 is used to inform the AP of the IP address of the AC to
Option 43 associate the AP with the AC. Typically, this field is filled with the IP address of

the loopback interface of the AC. It is commonly used.

(2) Deleting DHCP pools: Click Delete in the Action column to delete a DHCP address pool. Select
multiple items and click Delete Selected. Click OK in the pop-up window to batch delete DHCP

address pools.

(3) Configuring excluded address ranges: Click Excluded Address Range. Configure the range of
IP addresses that will not be allocated to clients in the pop-up window. You can configure
multiple excluded address ranges. Click OK and the excluded address ranges will be displayed

in the list after a message indicating operation success appears.

(4) Enabling or disabling DHCP service: Toggle on or off the button beside DHCP to enable or
disable the DHCP service.

Name IP Address Range Default Gateway Lease Time DNS Action

test 192.168.7.1-192.168.7.254 192.168.1 8 hour(s]

test2 192.168.10.1-192.168.10.254 192.168.10.1 8 hour(s) [ cai |

(5) Editing DHCP address pools: Click Edit in the Action column and a window pops up displaying
the information about the DHCP address pool. Edit the fields in the window. Click Save and a

message indicating operation success is displayed.

2. Static Address Pool

Choose Config > Network > DHCP > Static Address Pool.

(1) Adding static address pools: Click Add Static Address and edit the fields in the pop-up window.

Click Save and a message indicating operation success is displayed.

X Maintenance — % ConfigWizard QR admin ~

+ Add Static Address X Delete Selected

Client Name Client IP Mask Gateway Address Client MAC DNS Server Action

@ Network o Mo Data Found
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Parameter Description

Client Name Enter the name of the static address pool.

Client IP Configure the IP address.

Mask Configure the subnet mask.

Client MAC Enter the MAC address of the client.

Gateway Address Configure the IP address of the egress gateway. This field is mandatory.
DNS Configure the DNS server address. This field is mandatory.

(2) Deleting static IP address: Click Delete in the Action column to delete a static IP address. Select

multiple items and click Delete Selected. Click OK in the pop-up window to batch delete static

IP addresses.

(3) Editing static IP address: Click Edit in the Action column and a window pops up displaying the

information about the static IP address. Edit the fields in the window. Click Save and a message

indicating operation success is displayed.

3. DHCP Relay

Choose Config > Network > DHCP > DHCP Relay.

Enter the IP address of the DHCP relay and click Save.

ﬂ mamsers AC = A Monitoring  Diagnosis % Maintenance
O Favorites (2] DHCP Address Pool  Static Address Pool | DHCP Relay | Client Binding

% WLAN . Note: Please go to DHCP to enable DHCP server before enabling DHCP relay.

B AC , DHCP server IP1: +

& AP .
Save
:

Interface
VLAN
Route
DHCP

VRRP

©  Ssecurity

4. Client Binding

Choose Config > Network > DHCP > Client Binding.

(1) Binding MAC address with dynamic IP address: Select the MAC addresses in the list and click
Bind MAC to Dynamic IP. Click OK in the pop-up window to bind the MAC addresses with

dynamic IP addresses.
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: AC & =@ Monitoring % Diagnosis * Maintenance - % ConfigWizard QA admin ~

oA P MAC Lease Time Allocation Type Action
No Data Found
Interface
VLAN
0w 1|6

(2) Unbinding MAC address with dynamic IP address: Click Delete in the Action column and a
window pops up. Click OK to unbind the MAC address.

(3) Searching for clients by IP address or MAC address: Enter the IP address or MAC address in the

search bar. Click Search and the results are displayed in the list.

5.4.5 VRRP

Choose Config > Network > VRRP.

(1) Adding VRRP groups: Click Add VRRP. Edit the fields in the pop-up window. Click Save and the

VRRP group will be displayed in the list after a message indicating operation success appears.

@ Monitoring @ Diagnosis 3 Maintenance G = covowiad 0 R admin -
3 Favorlt )
LAN
[ VRRP Group No. VRRP Port VRRP Group 1P VRRP Priority Action
VAP : No Data Found
, ‘
Add VRRP X
how M 10~ a Pre Next " 1 @
tertace
VLAN Port. Gily1 v

Priority: | 100

(2) Deleting VRRP groups: Select the VRRP groups in the list and click Delete Selected. Click OK in
the pop-up window to delete VRRP groups.

(3) Editing VRRP groups: Click Edit in the Action column and a window pops up displaying the
information about the VRRP group. Edit the fields in the window. Click Save and a message

indicating operation success is displayed.
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5.5 Security

5.5.1 Containment

Choose Config > Security > Containment.

Rogue APs may exist on a wireless network. They may have security vulnerabilities or be controlled
by attackers, seriously threatening the security of user networks. Enable the containment feature
on the AC to attack the rogue APs so that other wireless clients cannot associate with the rogue

APs.
1. Basic Configuration for Containment

When containment is currently disabled, and no AP in monitoring or hybrid mode is detected, a
pop-up window is displayed to ask users to enable the AP monitoring feature. Click OK to jump to

the Monitor Service page.

After enabling containment, click View Dangerous WiFi to access the Dangerous WiFi List page

and trust or contain Wi-Fi networks.

“5“‘”""‘”-- AC © 2 Monitoring Y Diagnosis % Maintenance

C& Favorites 2] Simple Containment ~ Expert Containment  Trusted Device List  Keyword
7 WLAN ’ Note: The function detects and contains unauthorized or malicious APs (such as rogue AP, unauthorized AP attacker-controlled AP illegal bridge and unauthorized ad-hoc device) to protect users.
B AC 4 Rogue AP Containment: m Monitor Service

% AP ' [View Dangerous WiFi] [Configure Phishing WiFi Keyword]

Containment

Prevent Share

Blacklist & Whitelist

Click Configure Phishing WiFi Keyword to access the Keyword page and configure the keyword.

wsemsorns AC = 2 Monitoring % Diagnosis * Maintenance

% Favorites (2] Simple Containment ~ Expert Containment ~ Trusted Device List ~ Keyword

B WLAN : Note: The function detects and contains unauthorized or malicicus APs (such as rogue AP, unautherized AP, attacker-controlled AP illegal bridge and unauthorized ad-hoc device) to protect users.
B AC ' Rogue AP Containment: m Monitor Service

<5 AP ' [View Dangerous WiFiI [Configure Phishing WiFi Keyword]

@ Network

@ Security -

Containment
Prevent Share

Blacklist & Whitelist
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EKSELANS BY 115 = 2 Monitoring  Diagnosis % Maintenance

% Favorites 2] Simple Containment ~ Expert Containment  Trusted Device List

)]

WLAN , Note: If an SSID matches with the keyword fuzzily, the WiFi is a phishing Wi

% AC 4 Phishing WiFi Keywordﬁ:+

@ Network '
@ Security -

Containment
Prevent Share

Blacklist & Whitelist

2. Specialized Configuration for Containment

Enable or disable the rogue AP containment feature on the AC.

ﬂ wsensos - AC & @ Monitoring % Diagnosis % Maintenance
% Favorites (2] Simple Containment | Expert Containment | Trusted Device List ~ Keyword

% WLAN 4 Note: The function detects and contains unauthorized or malicious APs (such as rogue AP, unautharized AP attacker-controlled AP illegal bridge and unauthorized ad-hoc device) to protect users.
Note: If you want to view rogue APs, please click[Rogue AP]

B AC

Rogue AP Containment: m Monitor Service
% AP ' [Scan All Neighboring APs]
® Network

Containment Mode: g SSID Mode: Contain APs not associated with the same AC while emitting the same WiFi signal [Configure Phishing WiFi Keyword]

@ Sec <
[J AdHoc Mode: Contain APs emitting signals simulated by non-APs (such as AdHoc)

Prevent Share

[J Rogue Mode: Contain APs according to RSS!

Blacklist & Whitelist CONFIG Made: Contain APs by configuring the MAC address and the SSID blacklist manually [+MAC Address] [+SSID Blacklist]

User Isolation
Enable Fuzzy Containment 3

Attack Protection

ARP Containment Range: O Scan/counter only partial channels

ACL @ Scan/counter contain the corresponding channels of the device (consuming more resources)

DHCP Snooping

@ Optimization

(1) Enable the monitoring mode for a specified AP: The AP must be configured with the hybrid or
monitoring mode before the containment feature takes effect. Click Monitor Service to access
the Monitor Service page. Click Monitor or Hybrid to configure the AP mode. The AP
information is displayed on the pop-up dialog box. Edit the information. When the AP that
provides the Al radio feature is configured with the monitoring mode, the Al radio should be

monitored and contained first.
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Simple Containment  Expert Containment  Trusted Device List ~ Keyword

Note: The function detects and contains unauthorized or malicious APs (such as rogue AP, unauthorized AP, attacker-controlled AP, illegal bridge and unauthorized ad-hoc device) to protect
Note: If you want to view rague APs, please click[Rogue AP]

Rogue AP Containment: (@)

[Scan All Neighboring APs]

Containment Mode: (g SSID Mode: Contain APs not associated with the same AC while emitting the same WFi signal [Configure Phishing WiFi Keyword]
[0 AdHoc Mode: Contain APs emitting signals simulated by non-APs (such as AdHoc)
[ Rogue Mode: Contain APs according to RSSI
CONFIG Mode: Contain APs by configuring the MAC address and the SSID blacklist manually [+MAC Address] [+SSID Blacklistl
Enable Fuzzy Containment @

Containment Range: () Scan/counter only partial channels

® Scan/counter contain the corresponding channels of the device (consuming more resources)

Save

Monitor Service

Hote:

Hote: The

+ Batch Monitor AP-name-based v

[ APName ] MAC Status Work Mode AP Mode

No Data Found

Click Save. The Save succeeded. message is displayed.

(2) Add the MAC address of a wireless device: The following configured MAC addresses will be

contained.

Simple Containment ~ Expert Containment  Trusted Device List ~ Keyword

Note: The function detects and contains unauthorized or malicious APs (such as rogue AP, unauthorized AP attacker-controlled AP, illegal bridge and unauthorized ad-hoc device) to protect users.

Note: If you want to view rogue APs, please click[Rogue AP]

Rogue AP Containment: m Monitor Service
[Scan All Neighbaring APs]

Containment Mode: g SSID Mode: Contain APs not associated with the same AC while emitting the same WiFi signal [Configure Phishing WiFi Keyword]
[] AdHoc Mode: Contain APs emitting signals simulated by non-APs (such as AdHoc)
[ Rogue Mode: Contain APs according to RSSI

CONFIG Mode: Contain APs by configuring the MAC address and the SSID blacklist manuall +5SSID Blacklist]

Enable Fuzzy Containment (@)
Containment Range: () Scan/counter only partial channels

@ Scan/counter contain the caorresponding channels of the device (consuming more resources)

Save
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Add MAC Address(BSSID) to be Contained X

Current MAC: 7412.60¢b.3006

(3) Add an SSID blocklist:

Simple Containment  Expert Containment ~ Trusted Device List ~ Keyword

Note: The function detects and contains unauthorized or malicious APs (such as rogue AP, unauthorized AP, attacker-controlled AP, illegal bridge and unauthorized ad-hoc device) to protect users.
Note: If you want to view rogue APs, please click[Rogue AP]

Rogue AP Containment: m Monitor Service
[Scan All Neighboring APs]

Containment Mode: g3 SSID Mode: Contain APs not associated with the same AC while emitting the same WiFi signal [Configure Phishing WiFi Keyword]
[ AdHoc Maode: Contain APs emitting signals simulated by non-APs (such as AdHoc)
[ Rogue Mode: Contain APs according to RSSI
CONFIG Mode: Contain APs by configuring the MAC address and the SSID blacklist manually [+MAC Address]| [+SSID Blacklist]
Enable Fuzzy Containment (@

Containment Range: (O Scan/counter only partial channels

@ Scan/counter contain the corresponding channels of the device (consuming more resources)

Save

Add SSID Blacklist X

+ Add

Cancel

3. Trusted Device List

When the rogue AP containment feature is enabled on the AC, unauthorized APs will be contained,
while some APs are trusted devices and should be treated differently. The MAC address of a trusted
device can be configured.
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EKSELANS BY 7S AC = 2 Monitoring ¥ Diagnosis ¥ Maintenance
L Favorites [2] Simple Containment  Expert Containment | Trusted Device List| Keyword

% WLAN ’ Note: The following MAC addresses correspond to trusted APs, which will not be contained.
% AC , Trusted MAC(BSSID):

s AP , + Add

& Network v B e » Trusted Vendor List

© Securi <

Prevent Share

Blacklist & Whitelist
User Isolation

Attack Protection

4. Phishing Wi-Fi Keyword

Fuzzy matching of a phishing Wi-Fi keyword helps scan Wi-Fi signals on a network. If an SSID of a
Wi-Fi network matches the keyword fuzzily, the Wi-Fi network is regarded as a phishing network.

wsamsars AC &= A Monitoring  Diagnosis % Maintenance

T Favorites 2] Simple Containment ~ Expert Containment ~ Trusted Device List | Keyword
= WLAN . Note: If an SSID matches with the keyword fuzzily, the WiFi is a phishing WiFi.

B AC ' Phishing WiFi Keyword1: +

- |

@ Network 4

@ Security -

Containment

5.5.2 Sharing Prevention

Choose Config > Security > Prevent Share.

After sharing prevention is enabled, the system detects whether one STA provides the proxy service

to another and adds the STA providing the proxy service into the containment list.

(1) Enable sharing prevention: Select APs to be enabled with sharing prevention in the list. Click
Enable Prevent Share. In the pop-up confirmation dialog box, click OK to enable sharing

prevention.
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= @Monitoring % Diagnosis 3 Maintenance R - oo 0 Radmin -

Note: The anti-sha an take effect . - ‘enabled. [STA Dynarmic Blacklist

re | @ Disable Prevent Share Search by AP Name v | R:ap'l

AP Name AP Group P MAC Location Model Status Prevent Share Config

No Data Found
@ Security

Containment 10 v 1 Go

Blacklist & Whitelist

(2) Disable sharing prevention: Select APs for which sharing prevention needs to be disabled in the
list. Click Disable Prevent Share. In the pop-up confirmation dialog box, click OK to disable

sharing prevention.

@ Monitoring W Diagnosis % Maintenance R - coowed O A admin -

ynamic Blackist]

Seaen oy 47 e+ [ o D

AP Name AP Group [ MAC Location Model Status Prevent Share Config

@ Network

No Data Found

Blacklist & Whitelist

5.5.3 Configuring the Blocklist/Allowlist
Choose Config > Security > Blacklist & Whitelist.

1. Configuring the Blocklist or Allowlist for the AC

To enhance wireless security, control the access of wireless users by assigning wireless access to
certain users or prohibiting certain users from accessing the wireless network. The number of users

that is allowed to access to Wi-Fi or rejected is 1,024 by default.

= @Monitoring Diagnosis % Maintenance G = covowid 0 8 aimin -

& Favorites @ | Blackist & Whitelist  SSID-based Blacklist & Whitelist  Dynamic Blacklist & Whit JI Whitelist  STA Dynamic B
WILAN . Note: The
% AC . List Type: @ Deny MAC address from accessing WiFi (Blacklist) (O Permit MAC address to access W

T AP . + Add User o Batch Import Users MAC-based v m

Containment

Prevent Share r
0w 1 [se)

Current MAC: 7412.60¢b.3006

Name MAC Action

No Data Found

Add a MAC address to the blocklist or allowlist.
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Add a list: Click Add User to add the MAC address of a user. Multiple addresses can be added.

U

Blacklist & Whitelist ~ 55ID-based Blackiist & Whitelist  Dynamic Blacklist & Whitelist  OUI Whitelist  STA Dynamic Blacklist

Add User

i
| Name: MAC:

Default Max Blacklist STAs: 3584

(2) Delete a list: Click Delete behind a specified list. The confirmation dialog box pops up. Click OK

to finish the operation.

Blacklist & Whitelist  SSID-based Blacklist & Whitelist ~ Dynamic Blacklist & Whitelist ~ OUI Whitelist  STA Dynamic Blacklist
MNote: The function specifies the users allowed to access the WiFi or denied from accessing the WIFL The MAC address is the hardware address of the chient (such as laptop or mobile phone) assacisted with the AR

List Type: @ Deny MAC address from accessing WIFI (Blacklist) O Permit MAC address to access WIFI (Whitelist)

+ Add User | X Delete Selected | of Batch Import Users MAC-based v \:I - -
@ Name MAC Action
g st 0002.0002.0002 eon || EEEEN
Show No: 10 ] Total Count:1 Keirst ¢pre (D) Nea> Lastd [1 ] [Go)
Current MAC: 741a.60eb.3006,

(3) Batch import lists: Click Batch Import Users. Download and fill in the template. Import the file.

Blacilist & Whitelist  55ID-based Blacklist & Whitelist  Dynamic Blacklist & Whitelist ~ OUI Whitelist  STA Dynamic Blacklist

Batch Import Users

 impart the fle Template: listen.csv Dawnload

st Capacity: 3584

2. Configuring the SSID-based Blocklist or Allowlist

Click Blacklist/Whitelist for a specified Wi-Fi to access the configuration page. Select one list type.
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WLAN . Note da 90 1o Add WF
& A ssip Action
ap
No Data Found
® Network

Containment

Prevent Share

User Isolation
Attack Protection
ARP
ACL

JHCP Snooping

(1) Add a list: Click Add User. Add the MAC address of a device. Click OK.

@@testwifi 0908 Blacklist/Whitelist X

Note: The function specifies the users allowed to access the WiFi or denied from accessing the WiFi. The MAC address is the hardware address of the dient (such s laptop or mobile phone) associated with the AP.

List Type: @ Deny MAC address from accessing WiFi (Blacklist) & Permit MAC address to access WiFi (Whitelist)

=+ Add User | of Batch Import Users MAC-based 'l

[ Name MAC Action

Em e

Add User X

Add
Show No.( (10 7] Total Count:0 Namai MAC: Ix + KFist <Pre Next> Last )

Current MAC: c0b8.e653.b4d2

Max STAs: 40960

(2) Delete alist: Click Delete behind a specified list. The confirmation dialog box pops up. Click OK
to finish the operation.

@ @testwifi_0908 Blacklist/Whitelist X

Note: The function specifies the users allowed to access the WiFi or denied from accessing the WiFi. The MAC address is the hardware address of the client (such as laptop or mobile phone) associated with the AP,

List Type: @ Deny MAC address from accessing WiFi (Blacklist) Permit MAC address to access WiFi (Whitelist)
v Name MAC Action
test 0002.0002.0002

Current MAC: :

(3) Batch import blocklists: Click Batch Import Users. Download the template. Fill in the template

and save it. Click Browse. Select the preceding saved template. Click Import.
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@@testwifi_0908 Blacklist/Whitelist x

Batch Import Users.

Note: It is recommended to download the template, fllin data and import the file.Template: list en.csv

Download Template Jist Capacity: 40960

- =aem

(4) Configure Organizationally Unigue Identifiers (OUIs): An OUl is the first 8 bits of the MAC address
of a device. If devices to be added to the blocklist or allowlist belong to the same manufacturer,
add their OUl into the list directly, without the need to add the MAC address of each device one

by one.
Click Add OUI. Access the Add blacklist OUI page.

Click Add. Enter the name and OUI of a manufacturer. Click OK.

@ @testwifi 0908 OUI Whitelist & Blacklist X

Add blacklist OUI

3. Dynamic Blocklist

Dynamic blocklist: Add malicious attack sources to the dynamic blocklist to prevent their access.
After a detection mode is configured and dynamic blocklist is enabled, the device will
automatically add the attack source to the dynamic blocklist when an attack is detected. After the

effective time expires, the attack source will be automatically deleted from the blocklist.

Configure dynamic blocklist: Select a detection mode, enable dynamic blocklist, configure the

effective time, and click Save.
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* Maintenance

3 Favortes © | Giackist & Whitelst | SSID-based Blackist & Whitelist | Dynomic lackit & Whitelist | OUI Whielst  STA Dynamic Blackiss

Detection Mode: @ Flood Attack Detection (3 [ Spoofing Attack Detection (D @ Weak Initialization Vector Detection @ @ DDoS Attack @
yynamic Blackist: @ On
ffective Time: | 300 (Range: 60-86400 seconds)

= Refresh X Delete Selected

Number MAC Effective Time Type Action
User Isolation
Antack Protectios Ho Data Found
ACL 10«

DHCP Snoaping

=

Delete a blocklist: Select the blocklist to be deleted from the list. Click Delete Selected. The

confirmation dialog box pops up. Click OK to finish the operation.

Blacklist & Whitelist SSID-based Blacklist & Whitelist Dynamic Blacklist & Whitelist QUI Blacklist & Whitelist STA Dynamic Blacklist
Note: nd dynamic blacklist function enabled, the AP adds th urce to the dynamic blacklist automatically after identifying the attack. When the effective time runs out, the attack source will be
remov ally.
Detection Mode: & Flood Attack Detection Spoofing Attack Detection Weak Initialization Vector Detection DDoS Attack
Dynamic Blacklist: @ On
Effective Time: | 300 * (Range: 60-86400 seconds)
=
< Refresh X Delete S

0 Number MAC Effective Time Type Action

1 0013.ce69.7bb4 210 -

4, Configuring the OUI Blocklist or Allowlist for the AC

Configure manufacturer information: Click Add OUI. Enter the name and OUI of a manufacturer.

Click OK.

& @ Monitoring ] % Maintenance

nfigWizard QA 5

3 Favorites o Blacklist & Whitelist ~ SSIL Vhitell: v y Whitellst ~ OUI Whitellst  STA Dyna kilst

WLAN . Hoba: The funcion speciies the users allowed 1 access the WiFi or denied from accessing the WiFL The MAC address s the hardhiare address of the dient fsuch a laptop or mobile phone) associated with the AR
5 A . List Type: @ Deny MAC address from accessing WIFi (Blackist) () Permit MAC address to access WIFi (Whitelist)
5 AP . 4 AddUser X Delete Selected of Batch Import Users MAC-based v
® Network . O Name Mac Action
&) G . O test 0002.0002.0002 Ea

Containment Show Na:| 10 v] Total Count:1 Krst <pre (1) Neat

Srevent Share Add User -

Current MAC: 7412.0eb.3006
User lsolation e . . |
Attack Protection
. Defa LsT

AcL

DHCP Snooping
o cancel

5 Authentication
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5. STA Dynamic Blocklist

Add STAs from malicious attack sources to the STA dynamic blocklist to prevent them from

accessing the network.

 Diagnosis 3 Maintenance G - coovexs 2 Asdmin -

Dynaniic Blackiist: 0 On 2 Refresh

Number MAC Add Time

No Data Found

User Isalation

Attack Protection
ARP
ACL

DHCP Snooping

5.5.4 User Isolation

Choose Config > Security > User Isolation.

To ensure network security and information confidentiality, intranet users can be configured not
to communicate with each other. Some special users (users who can access each other) can be

identified by user name and MAC address.

Toggle on or off the user isolation switch to enable or disable mutual access between intranet users.
Select the types of users to be isolated. Click Add to add MAC addresses of users for mutual access.

Click x to delete a specified user MAC address.

= @Monitoring @ Diagnosis % Maintenance

Containment

® conn
Whitelisted MAC: | +Add
{ Userame MAC
9 Security - i nam x

Preven

Attack Protection

ARp

5.5.5 Attack Prevention

Choose Config > Security > Attack Protection.

Malicious attacks often occur in a network environment. These attacks overload the switch,

resulting in high CPU usage and an operation failure of the switch.
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Select attack prevention types and click Save. Click the text within square brackets ([]) to display

the list.

2 Monitoring

(3 Favarites )
ARP-guard: g Enable
W WLAN
ARP-guard List]
1P-guarc: [ Enable IP-guard, 50 as to prevent hackers fiom scanning the entire ne
AP . P-guard List]

ICMP-gua

CMP-guard List

Containment DHCP-gua

Prevent Share DHCP-guard List]

Blacklist & Whitelist

i ] _—

DHCP Snooping

Default Settings

4 Authentication

5.5.6 ARP Entry Binding

Choose Config > Security > ARP.

£ @ Monitoring % Diagnosis

50 35 10 prevent a large number of invalid ARP packets from attacking the device,

d: £ Enable DHCP-guard, 5o as to prevent malicious requests from exhausting DHCP poals and leaving legitimate users unable to

om exhausting DHCPVE pools and leavi

@ Enable ND-guard, so 25 to prevent Neighbor Discovery packets from consuming bandwidth.

% Maintenance

ork and consuming bandwidth.

2 Enable ICMP-guard, 5o as to prevent a large number of invalid ICMP packets from consuming bangdwidth and CPU resources,

IP-based: v

Action

Dynamic Binding>>Static Binding

Dynamic Binding>>Static Binding

Dynamic Binding>>Static Binding

ic Binding> >Static Binding

Dynamic Binding> >Static Binding

Dynamic Binding>>Static Binding

s Q

A admin ~

(1) Convert dynamic bindings to static bindings: Select one or more records in the ARP list. Click

Dynamic Binding>>Static Binding to batch convert dynamic bindings to static bindings.

I & Dynamic Binding>>Static Binding  63|Delete Selected & Manual Binding

o ow MAC
105224.1 cb.70b7.00ee
1052.24.43 300d.9¢3b.7d91
O 105224237 7412.60eb.3007
O 10522569 4881.d41e.7005
O 10522580 5254.003¢.b74d
O 105225136 00d0.67b.890a
0 1052267 0002.3145.6958
O 1921681101 7412.0eb.3007

10 v

Type
Dynamic Binding
Dynamic Binding
Local ARP Entry
Dynamic Binding
Dynamic Binding
Dynamic Binding
Dynamic Binding

Local ARP Entry
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(2) Delete static bindings: Select one or more records in the ARP list. Click Delete Selected to batch

delete the static bindings.

il Biing e =

Type Action

4861.d41e.7005

5254,

Dynamic Binding

Dynar

(3) Manual binding: Click Manual Binding. Enter the IP and MAC addresses. Click OK. The

Configuration succeeded. message is displayed. The new entry is displayed in the ARP list.

6 Dynamic Binding> >Static Binding GSDeIeleSeleﬂed Plhased n -
o w MAC Type Action

1052.24.1 €cb9.70b7.00ee Manual Binding R <::tic Binding

10522443 300d.9e36.7d91

O 105224237 741a.60eb.3007

O 10522569 488144167005 MA

O 10522580 5254003d.674d [ s

O 10522513 00d0./670.890a

O 1052267 0002.3145.6958 Dynamic Binding

O 1921681104 7412.60eb.3007 Local ARP Entry

10 )| Total Count: ¢ st <pre (D Netd> a1 ] (Go)

5.5.7 ACL

Choose Config > Security > ACL.

When receiving a packet, a device interface on which aningress ACL is configured checks whether
the packet matches an access control entry (ACE) in the ingress ACL. When sending out a packet,
a device interface on which an egress ACL is configured checks whether the packet matches an
ACE in the egress ACL.

When different ACEs are configured, multiple ACEs may be applied at the same time, or only some

ACEs are applied. Packets are processed according to the first matched ACE (permit or deny).

1. ACL List

(1) Add an ACL: Click Add ACL. Configure ACL information in the pop-up dialog box. Click OK. A

message indicating the configuration has been saved is displayed. The newly added ACL is

displayed in the drop-down ACL list in the upper left corner.
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_ EConfigWizard R admin -

[ NO. Description Src IP/Wildcard Source Port Access Control Protocol Dest IP/Wildcard Dest Port Time Period Status. Action
Mo Data Found

10 ~ 4 Add ACL x

[ | IR

(2) Delete an ACL: Select the ACL to be deleted from the drop-down ACL list. Click Delete ACL. The

confirmation dialog box pops up. Click OK to finish the operation.

(3) Add an ACE: Select an ACL to which an ACE needs to be added from the drop-down ACL list.
Click Add Access Rule. Configure ACE information in the pop-up dialog box. Click OK. A

message indicating the configuration has been saved is displayed. The newly added ACE is

displayed in the ACL list.

ACL List ~ Time Object ~ ACL Application

ACL List: | 2 v‘ Add ACL Delete ACL + Add Access Rule | X Delete Selected

[0 NO. Description Src IP/Wildcard Source Port Access Control Protocol Dest IP/Wildcard Dest Port Time Period Status Action

No Data Found

Add Access Rule X
Show No.: [ 10_v] Total Count:0 ACLType: KFirst CPre Next> Last (1] (Go]
ACL Name:

| Access Rule Settings

Access Control: ® Permit O Deny
Description:
Time Period:| —-Select— v [Time management]
O Any 1P
single IP v 1P

(4) Edit an ACE: Click Edit behind a specified ACE in the ACL list. The pop-up dialog box displays the
information about the ACE. Edit the information. Click OK. A message indicating the

configuration has been saved is displayed.
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ACLUst  Time Object  ACL App
actust: | 2 - m Delete ACL + Add Access Rule X Delete Selected

[ NO. Description Src IP/Wildcard Source Port Access Control Protocol Dest IP/Wildcard Dest Port Time Period Status  Action

o Any Permit All Time Active Edit

Show No:[ 10_w| Total Count:1 Edit Access Rule X fist <pre (1) Next 4 [1 ) [Ge)

ACL Type:

ACL Name:

| Access Rule Settings

Access Control: ® Permit Deny
Description:
Time Period:  ---Select--- w| [Time management]
o any 1P
ancel 0K

(5) Delete an ACE: Select one or more records in the ACL list. Click Delete Selected. The

confirmation dialog box pops up. Click OK to finish the operation.

ACLLst  Time Object ~ ACL Application
AcLLst | 2 v Delete ACL |+ Add Access Rule|
NO. Description Src IP/Wildcard Source Port Access Control Protacol Dest IP/Wildcard Dest Port Time Period Status Action
m i Any Permit All Time Active Move
10 v ) 1 |[Go

2. ACL Time Period

An ACL can be configured to take effect based on time, for example, in some time periods of a

week. To enable this function, you must configure a time object first.

@ Monitoring  Diagnosis 3 Maintenance
[ Faverties ° e '

S WLAN . Hote
b AC . < Add Time Object X Delete Selected
AP Time Object Day Time Period Action
8 Network .
No Data Found
© Security =

Contai nt .
e 0 v 1 | [Ge

Prevent S

(1) Add atime object: Click Add Time Object. Configure the time object information in the pop-up

dialog box. Click OK. A message indicating the configuration has been saved is displayed.
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ACLLst  Time Object ~ ACL Application

Add Time Object

Time Period:

(2) Delete a time object: Click Delete behind a specified time object in the list. The confirmation
dialog box pops up. Click OK to finish the operation. To delete multiple time objects, select time
objects to be deleted in the list. Click Delete Selected. The confirmation dialog box pops up.

Click OK to finish the operation.

ACLList  Time Object  ACL Application

Nota: The ACL active time must be periodic.

<+ Add Time Object | X Delete Selected

@ Time Object Day Time Period Action

@ 3 Everyday 0:00-3:00 I

Show No: [ 10_v] Total Count:1 Krst <pre (1) Next> Lastd [1][Go)

(3) Edit a time object: Click Edit behind a specified time object in the list. The pop-up dialog box
displays the information about the time object. Edit the information. Click OK. A message

indicating the configuration has been saved is displayed.

ACLList  Time Object ACL Application

Edit Time Period

Object Name: | 3 .

|+ Add

Time Period: ‘ deay.Tuesdav] 00 } [mﬂ | x

3. ACL Application

You can configure ACEs and apply them to interfaces or Wi-Fis to restrict the access of specified

users or allow users to access specified networks.
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(1) Add ACL application: Click Add ACL Application. The Add ACL Application dialog box pops up.
Configure the information. Click Save. A message indicating the configuration has been saved

is displayed. The newly added ACL application entry is displayed in the list.

ACLList ~ Time Object | ACL Application

Add ACL Application

Port: | Gio/1 v

Cancel Save

(2) Delete ACL application: Click Delete behind a specified ACL application entry in the list. The
confirmation dialog box pops up. Click OK to finish the operation. To delete multiple ACL
application entries, select one or more records in the ACL application list. Click Delete Selected
to batch delete the records. The confirmation dialog box pops up. Click OK to finish the

operation.

ACLLst  Time Object  ACL Application

+ Add ACL Application | X Delete Selected

ACL Number Port Direction Action
g 2 Gi0/2 Inbound [ e |
Show No::[ 10+ Total Count:1 Kest <pre () Nea> Lastd [1][Go]

(3) Edit ACL application: Click Edit behind a specified ACL application entry in the list. The pop-up
dialog box displays the information about the ACL application. Edit the information. Click Save.

A message indicating the configuration has been saved is displayed.

ACLList Time Object  ACL Application

Edit ACL Application

ACLNumber: | 2 v

fort: | Giog2 vl

Direction: | Inbound v

[ |
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5.5.8 DHCP Security

Click Config > Security > DHCP Snooping.

= @ Monitoring @ sis % Maintenance

Note: This function enables only the trusted port to receive DHCP responses. It prevents unauthorized [P assignme:

ing (' [Display DHCP Snooj

Trusted Port:  (GID/1 (JGI0/2 (GI0/S (GIO/E (JGIO/T

DHCP Snoopi

T AP . 1GI0/B (JAg2

@ Network . Avaid 1P Collision Within WiFi [WiFi/WLAN Settings]

== e

Containment
Prevent Share
Blacklist & Whitefist
User Isolatian
Attack Protection
ARP

ACL

(oo ]

Parameter Description

DHCP Snooping Enables or disables the DHCP snooping feature.

Display DHCP Displays the information about users and bounded IP addresses saved on
Snooping Info the AC.
Trusted Port Enables the AC to only forward DHCP packets received on trusted ports.

Specifies the Wi-Fi network to be enabled with the IP address conflict
Avoid IP Collision prevention feature. After this feature is enabled, the AC will filter users
Within WiFi connecting to the Wi-Fi based on the information about users and bounded

IP addresses.

5.6 Authentication

5.6.1 Web-based Authentication

Choose Config > Authentication > Web Auth.

Web-based authentication is an identity authentication method for controlling user permissions
for network access. This authentication method does not require dedicated client authentication
software. Identity authentication can be implemented using a common browser. Real-name
authentication facilitates user management. Based on the location of the authentication server,

web-based authentication is classified into ePortal Authentication and iPortal Authentication.
1. ePortal Authentication

When unauthenticated users access the Internet through a browser, the access device forcibly

redirects the browser to a specified URL to perform authentication. When the portal (the
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authentication web page) is located in a separate device outside the AC, the authentication is

external web-based authentication.

Py— W Disgnosis 3 Mainenance

ard QA admin ~

@ Favorites 0] ePortal Authentication  IPortal Authentication

2 AC Eportal Type: O ePortalvl @ ePortal (@

5 AP Portal Server IP: [Other Server]
@ Network

@ Security

A Authentication

WiFiDog Auth

% Optimization

el

Solution

& Advanced

(1) ePortalvl:

Redirection URL:

Portal Key:
Authentication Server: | Al Servers «| [Radius Server Settings]
Accounting Server: | All Servers v

SNMP Server:  [SNMP Server]
SSID: [WiFi/WLAN Settings]

Advanced Settings

ePortal Authentication

iPortal Authentication

Note: Authentication is based on Web to control users' access to the network. It requires no authentication firmware on the client. Instead, you can perform authentication on common browsers.

Eportal Type: @ ePortalvl (O ePortalv2 (3

Portal Server

Redirection U

Portal K

- k

d K

o -

SNMP Server:  [SNMP Server] *

§S

1D: ~ | [WiFi/WLAN Settings]

""" % Advanced Setting

Save Clear

Parameter

Description

Portal Server

In template configuration mode, use the ip {ip-address } command to

configure the server IP address.
IP
Server access requests are allowed by the device and rate limiting can be

performed on requests transmitted to the server.

Redirection URL

Indicates the URL that users will be redirected to, typically the portal

authentication page.

Portal Key

Configures a key for the commmunication between the device and the

authentication server.
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W

SNMP Server

hen the device detects that a user goes offline, it notifies the portal server.

The server sets the device to delete user information (through the SNMP

protocol). The portal server returns the offline page to the user.

Therefore, an SNMP server should be configured for the ePortalvl.

Specifies the Wi-Fi network to be configured with the ePortalvl.

SSID Note: Only global authentication mode is supported currently. WLAN-based

authentication mode is not available.

(2) ePortalv2:

ePortal Authentication  iPortal Authentic

ation

Note: Authentication is based on Web to control users' access to the network. It requires no authentication firmware on the client. Instead, you can perform authentication on common browsers.

Eportal Type: (O ePortalvl

@ ePortalv2 (3

Portal Server IP: I

l * [Other Server]

Redirection URL: l

l x

Portal Key: l

l.}

Authentication Server: | All Servers

Accounting Server: | All Servers

~ | [Radius Server Settings]

SNMP Server:  [SNMP Server] *

SSID:

""""""""""""""""""" % Advanced Setting

« | [WiFi/WLAN Settings]

Save Clear

Parameter Description

Portal Server IP
Se

pe

In template configuration mode, use the ip { ip-address } command to

configure the server IP address.

rver access requests are allowed by the device and rate limiting can be

rformed on requests transmitted to the server.

Redirection URL

Indicates the URL that users will be redirected to, typically the portal

authentication page.

Co
Portal Key

authentication server.

nfigures a key for the commmunication between the device and the

) To
Authentication
Au
Server

must be configured.

successfully apply second-generation web authentication,

thentication, Authorization, and Accounting (AAA) authentication
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The authentication method list associates web-based authentication
requests with the RADIUS server. The NAS selects the authentication

method and server based on the web authentication method list.

Mandatory. To successfully apply second-generation web-based

authentication, AAA accounting must be configured.

Accounting Server | Accounting is used to associate an accounting method with the server.
In web authentication, accounting is implemented to record user

information or fees.

The SNMP server is used for the communication between users and the
SNMP Server
portal server.

SSID Second-generation authentication is applied to Wi-Fi networks.

2. iPortal Authentication

When unauthenticated users access the Internet through a browser, the access device forcibly
redirects the browser to a specified URL to perform authentication. When the portal (the
authentication web page) is located within the AC, the authentication is internal web-based
authentication. The authentication page allows for partial custom settings, including the custom
logo, title, and disclaimer. When the one-click Internet access feature is enabled, users can click
Log In on the authentication page to pass authentication without inputting a username and
password. This feature takes effect only when the authentication page is set to the system default
or partial custom mode.

ePortal Authentication  iPortal Authentication

Download Template: Default

Select WiFi: v

One-Click Auth: [ Enable @

Auth Account: | Use local user information v | Local User Management

Auth Page Settings: @ Default O Partially Custom O Fully Custom

v Advanced Settings
AD Push Mode: | Mo AD v
iPortal Server Port: | 8081

Settings: [Advanced Settings]

Save Clear
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Parameter Description

The following authentication account sources are supported:
Use user information on the server preferentially

Auth Account Use local user information preferentially

Use user information on the server only

User local user information only

Auth Page Supports system default settings, partial custom settings, and full custom

Settings settings.

The advertisement push mode includes advertisement push before or
AD Push Mode o ) ) )
after authentication. No advertisement is configured by default.

iPortal Server Configures the port number of the authentication page for internal portal

Port authentication. The default port number is 8,081.

5.6.2 WiFiDog Authentication

Choose Config > Authentication > WiFiDog Auth.

Unauthenticated users can be redirected to the authentication page for authentication. Click More

to access the WiFiDog Auth Server List page.

Redirection Mode: | J§ ~
& Authentication -

Web Auth ssiD: IWIFi/WLAN Settings]

- Advanced Settings

@ Optimization
Parameter Settings: [Advanced Settings]

@ Solution

Advanced

(1) Add a WiFiDog authentication server: Click Add Authentication Server. Configure the ACL
information in the pop-up dialog box. Click OK. A message indicating the configuration has

been saved is displayed. The newly added server is displayed in the server list.
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Note: WiFiDog authentication enables new users to be redirected to the authentication page

Portal Server IP: I

I* More I

Redirection URL: l

*

NAS IP: |

Gateway ID: I

l

Redirection Mode: I J5

)

SSID: |

” ] [WIFi/WLAN Settings]

% Advanced Settings

Parameter Settings: [Advanced Settings]

Clear

Add Server

Portal Server IP; [ ] .

Redirectionvi: [ |-

NAS IP: [ ] .
Gaewsylo: [ |
Redirection Mode: ﬁ

ssi: | v ] [WIFI/WLAN Settings]

[ | (NN

Parameter

Description

Portal Server IP

Indicates the IP address of a portal server.

Redirection URL

Indicates the portal server URL for authentication.

NAS IP

Specifies the IP address of a device to be managed by WiFiDog, which is

used for communication from the server.

Redirection Mode

Specifies HTTP redirection or JavaScript redirection. JavaScript redirection

is employed by default.

Gateway ID

Specifies the ID of a gateway used by WiFiDog, which is the gateway SN by
default.

SSID

Specifies a Wi-Fi network to be configured with WiFiDog authentication.
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(2) Delete a WiFiDog authentication server: Click Delete behind a specified authentication server.

The confirmation dialog box pops up. Click OK to finish the operation.

(3) Edit a WiFiDog authentication server: Click Edit. Configure the information in the pop-up dialog

box. Click OK. A message indicating the configuration has been saved is displayed. The modified

server is displayed in the server list.

5.7 Network Optimization

5.71 RRM

Choose Config > Optimization > RRM.

—  Disgnosis 3¢ alntenance G v 0 Ao -
* (0] RRM A
Net:
Ps . RRM w for about 10min and STA: Jo of
@ Optimization - ’
:] have read the above notes

RF Navigation
O Solution

D Advanced

1. One-Click RRM

One-click RRM is used to optimize the network for maximum wireless performance. You are

advised to use this feature after all APs in the area to be optimized go online. Before performing

one-click RRM, read relevant precautions. Toggle on the Schedule: switch. The Scheduled Time

dialog box will pop up. Choose a suitable time for network optimization as required.

— @ Dignosis ¢ Mantenance G oo o R oo -
* 0O rM d
LAN . ""‘
Network
suc
se pti abett
Authentication ~ + AR L
RRM willlast for about 10min and STA
@ Optimization -
it ' hann
[: have read the above notes

O Solution

Advanced

Read the notes and tick | have read the above notes to move to the automatic scanning and

optimization stage. Please wait until the optimization result is generated.
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RRM  RRM Result

@ Start @& Save @ Scanning ® Optimizing v

RRM

Introduction:
We will optimize your network to provide you a better experience. Please use this function after all APs go online.
Note:

1. The scheduled time depends on the system time.

2.RRM will last for about 10min and STAs may go offline. It is recommended to avoid busy hours.

Scheduled Time X . ) ) o )
3.1f the system is busy with channel adjustment or AP Radio adjustment, please try again later.

time: (202407 230829 © (1 have read the above notes

@Al

Select to optimize all APs or a specified AP group. Click Enable. Online APs that support network
optimization will be scanned out. Once the RRM is started, the configuration cannot be rolled back.

During the optimization, users may be disconnected.

(?) Configuration rollback is not
allowed once RRM begins. STAs
may ga offline during RRM.

The channel, channel width, and power will be optimized for supported APs.

Global RF Params RRM RRM Result Manual Optimization RF Navigation
- . T P .
Scanning
1 % Started on:
Time:

= Interference Includes WLAN interference and non-WLAN interference.

& WLAN interference comes from WLAN devices compliant with the IEEE 80211 standard, e.g. TP-Link routers and some public Wifi devices. It
is recommended to negotiate with device owners on WLAN deployment and planning to avoid interference,

& Non-WLAN interference comes from non-WLAN devices working on 24Ghz or 5Ghz radio, e.g., microwave oven, Bluetooth and microwave
therapy apparatus. These devices are not compliant with the IEEE 802.11 standard, i with WiFi signals and i i

& Itis recommended to disable the rate set lower than 11M in a scenario of few Interference and high RSS! to avoid air interface performance
deterioration caused by low rate.

& Itis recommended to disable power saving for the STAs to keep them connected even in sleeping mode, avoiding repetitive association or
authentication caused by disconnection.

& Itis recommended to set Roaming Sensitivity Level to high on the STA to ensure successful roaming,

& If the STA is an iSO terminal, it is recommended to update it to the latest version. Otherwise, some problems may oceur, e.g., the
authentication page pops up slowly and the WIFi icon lights up slowly.

After the RRM is complete, click Back to return to the RRM page. Click Details to be redirected to
the RRM Result page and check the optimization.
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RRM  RRM Result

& start @ save @& Scanning @& Optimizing o

RRM is complete.

Ended on: 2024-07-23 08:30:45. Timed Used: Omin
RRM succeeded.

2. RRM Result

Overview: Display the number of signal interferences before and after the RRM in the form of a bar

chart (the top 20 most significant changes).

RRM  RRM Result

Overview

No AP has been connected or the connected AP does not support RRM. @

Details: Display all RRM results in a list format, with changes in data before and after the RRM
highlighted in red font.

RRM RRM Result
Detalls
AP Name Radio Channel (Before/After) Bandwidth (Before/After) Power (Before/After) Co-channel Bef ft Adj h | (Before/After)
No Data Found
0 i

3. RF Navigation

When multiple types of clients coexist, high-performance clients are navigated to a dedicated high-
efficiency frequency band. This prevents low-speed clients from occupying the air interface for a
long time and improves the duty ratio of high-performance clients. RF navigation ensures that

high-performance clients have a better experience in the Wi-Fi 6 frequency band.

= @ Monitoring % Diagnosis % Maintenance

s ' RF Navigation

@ Network
Navigate high-speed STAs to a dedicated band to improve the duty ratio of high-speed STAs, ensuring a better performance of high-speed

@ Security SThs.

S m
© Optimization -
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D oo o
B is ©  p Group:[ et ]
LAN
AP Group Settings
AP
Network el
0 A
Secur
Navigation Type: © 11ax Pac_tax
Authentication
=

AP Group

Hostame Feature Status ©Overall Growth @High Perf. Band R1 STA Summar y R2 STA Summary R3 STA Summar y Action

5.8 Advanced

5.8.1 Multicast/Unicast

Choose Config > Advanced > Multicast/Unicast.

This feature is used to configure the communication mode of a device as broadcast, multicast, or

unicast.

5.8.2 STP

Choose Config > Advanced > STP.

Spanning Tree Protocol (STP) is a protocol used to avoid broadcast storms caused by link loops and
provide link redundancy backup; its function is to discover and activate an optimal tree topology of

the local area network (LAN) to ensure the stability of the network.
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st @ Divetais

5 AC . Device Priority: | Level B v

VAP . Hello Intervalis): | 2
@ Network

Aging Intervalis): | 20

@ Security

ward-delay Intervalisy: | 15
2 Authentication

Packet Limitipps): | 3
€ Optimization

Forwarding Port: (JGI0/1 (JGI0/2 (JGIO/S (GIO/6 (GIO/7

7 Solution

@ advanced |

Multicast/Unicast

Multimedia Gateway
Antenna

Fa

ding Mode

Radius

5.8.3 Multimedia Gateway

Choose Config > Advanced > Multimedia Gateway.
Multimedia gateway is mainly used by iOS and Android clients for screen mirroring to device
servers that support AirPlay and DLNA protocols, such as TV boxes.

1. Cast Screen

Accurate screen mirroring solutions can be configured conveniently. Currently, AirPlay and DLNA
protocols are supported. If you need more advanced and professional configuration, go to the

corresponding page to configure protocols and standards.

O  Comscreen A

Note
| Screen Mirror Settings
Screen Mirros

Service Detalls: @ AlrPlay @ Client-

| Client-TV Binding List -+ Add

| AirPlay  * Refresh Search by TV Name v

Client MAC TV Name TV MAC Associated Duration Protocol Action

Multicast/Unicast

10 ~ 1 | [Go]

STP

(R
Antenna
| AirPlay 2 Refres! Search by Server Name: Reset J

Server Name Server IP Protocol

Forwarding Mode

Radius

Ne Data Found
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| Client-TV Binding List + Add |

| AirPlay O Refresh Search by TV Name v Reset

Client MAC TV Name TV MAC Associated Duration Protocol Action

No Data Found

10 v 1 |[Go

| Server List

| AirPlay 3 Refresh Search by Server Name: Reset

Server Name Server IP Protocol

No Data Found

2. Airplay

Multimedia gateway protocols mainly include AirPlay and DLNA, which are used for screen

mirroring from mobile clients to device servers that support the protocols, such as TV boxes.

wDiagnosis 3 Maintenance

Note:

| Policy Settings

+ Add Policy X Delete Selected

Policy Name Apply Globally Apply to VLAN Apply to L3 Port VLAN-Supported Service VLAN Wired Discovery Wireless Discavery Action

4 Authentication
No Data Found
& Optimization

Soluton : v 1[5

@ Advanced =
| Server List
Multicast/Unicast | =
£ Refresh Search by Se ame: search (Y 1

Server Name Server IP Supported Service Timeout(s)

Mo Data Found

Radius
v 1] (6o
| Client List
= Refresh Search by Client MAC v Reset 1
Client MAC Client IP Server Name Server IP Status. Action

(1) Enable AirPlay Service: Enable the AirPlay or DLNA protocol for the multimedia gateway as
required. When the protocol is disabled, the corresponding policy will not take effect. The policy

corresponding to the enabled protocol is displayed.
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Castscreen  AirPlay

Note: Bonjour protocls, including AirPlay and DLNA, allow clients to mirror video to a server supporting the protocals, e, TV box.

| Policy Settings
<+ Add Policy X Delete Selected

) Policy Name Apply Globally Apply to VLAN Apply to L3 Port VLAN-Supported Service VLAN Wired Discovery Wireless Discovery Action
No Data Found

10v 1

| Server List

o Refresh Search by Server Name:

(2) Add a policy: Choose Policy Settings > Add Policy. Configure the information in the pop-up
dialog box. Click OK. A message indicating the configuration has been saved is displayed. The

newly added policy is displayed in the policy list.

ast screen  AirPlay

Note: Banjour protocols, ineluding AirPlay and DLNA, allow clients to mirror video o & server supporting the protocels, &g, TV bax

Alrplay Service: | o0

| Policy Settings
1 Policy Name Apply Global Add Policy X Wired Discovery Wirsless Discovery Action
Policy Name:
VLAN-Supported: () Enable
10 v Total e N 1
Wired Discovery Enable
| Server List

Wireless Discavery Enable

2 Refresh Search by Server Name:
Server Name ot | Timeout(s)

(3) Delete a policy: Click Delete of a specified policy in the list. The confirmation dialog box pops up.
Click OK to finish the operation. To delete multiple policies, select policies to be deleted from

the list. Click Delete Selected. The confirmation dialog box pops up. Click OK to finish the

operation.
reen  AirPlay
AirPlay Service

I Policy Settings

Policy Name Apply Globally Apply to VLAN Apply to L3 Port VLAN-Supported Service VLAN Wired Discovery Wireless Discovery Action
No N Nl fsabied Nul Enable Ensbl [ |
10~ ® 1| (o]

(4) Edit a policy: Click Edit of a specified policy in the list. The pop-up dialog box displays the
information about the policy. Edit the information. Click OK. A message indicating the

configuration has been saved is displayed.
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AirPlay

Note: Bonjour protocols, including AirPlay and DLNA. allow clients to mirror video to a server supporting the protocols, e.g. TV box.

AirPlay Service: | Jai)

| Policy Settings

+ Add Policy X Delete Selected

Policy Name Apply Globally Apply to VLAN Apply to L3 Port VLAN-Supported Service VLAN Wired Discovery Wireless Discovery Action
test No Null Null Disabled Null Enable Enable
Nos[ 10 v} otal Count Edit Policy x
| Server List
Policy Name
2 Refresh Search by Setver Name: | n
VLAN-Supported: (] Enable
Server Name Timeout(s)
Wired Discovery: @ Enable
Wireless Discovery: @ Enable
— | Service List -
how No:[ 10 w] Total Count K First Pre Nextd Last 1 @
Service Settings
| Client List PR e ——— Tm g
Z Refresh [ cancer | Search by Client MAC v s |
Cliant MAC Client IP Server Name Server IP Status. Action

5.8.4 Antenna

Choose Config > Advanced > Antenna.

RF antennas are classified into two types: built-in antennas and external antennas. Antenna
orientations include two types: directional and omnidirectional. Directional antennas radiate the

signal within a certain angle range. The radiation range is like a cone.

Click Edit in the AP list to access the antenna setting page. The antenna types include built-in
antennas and external antennas. The antenna orientation is divided into omnidirectional and
directional. Whether the RF port supports type/orientation switching depends on its own
capabilities. If the RF port does not support type/orientation switching, the web system will prompt
the message This radio does not support switch the style. or This radio does not support switch

the direction. to the user.

£ @ Monitoring  Diagnosis % Maintenance

o AN ! Search by AP Name  ~ Search | JEES

AP Name Model MAC Address 1P Address Lecation Status Action

Mo Data Found
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5.8.5 RADIUS
Choose Config > Advanced > Radius.

1. RADIUS Server

The RADIUS server conducts identity authentication and accounting on access users to protect

network security and facilitate management for network administrators.

(1) Add a server: Click Add Server. Set fields and click Save. A message indicating the configuration

has been saved is displayed.

@ Monitoring 4 Diagnosis 3 Maintenance

* ! o Radius Serves

e Server Group: | AllServers |  +Add Server X Delete Selected

A [ ServeriP Authentication Port Accounting Port Radsec Server Action

AP

Add Server o X
Show No:[(10_v) Total Count0 . Krst < Pre Mewt> Lastd (1] (Go)

Authentication st
@ Optimization . Authentication Port: | 1812
@ Solution . Accounting Port: | 1813

Multicast/Unicast

Radsec Server Null v
(e | (R
Parameter Description
Server IP Indicates the IP address of a RADIUS server.

) Indicates the UDP port ID for RADIUS authentication. The value range is
Authentication o ) ]
from O to 65,535. 0 indicates that the server does not perform identity

Port o

authentication.
Accounting Indicates the UDP port ID for RADIUS accounting. The value range is from O
Port to 65,535. 0 indicates that the server does not perform accounting.
Shared Indicates the shared key for the communication between the network
Password access server (router) and the RADIUS server.

(Optional) Indicates the ID of the RadSec server, to which traffic is redirected

from the RADIUS server.

Radsec Server

(2) Edit a server: Click Edit for an existing server. Edit the parameter values. Click Save.
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Radius Server Radsec Server

Edit Server

Server IP: | 10.110.151.140 N

Authentication Port: .
Shared Password: [........—] .
s

[ |

USER MANUAL AX SERIES CONTROLLERS

(3) Add a server group: Click the Server Group drop-down list and select Add Server Group. The

Add Server Group dialog box pops up. If you select New Server, one server group and one server

will be added and the server belongs to the server group. If you select Existing Server, an

existing server will be added to the server group.

Radius Server Radsec Server

Add Server Group

Server Group:

Server IP:

Authentication Port: | 1812

Accounting Port: | 1813

Shared Password:

Radsec Server: | Null

Server Type: @New Server OExisting Server

Cancel Save

2. RadSec Server

RadSec provides secure communication for RADIUS requests by using the Transport Layer Security

(TLS) protocol and allows RADIUS authentication, authorization, and accounting data to be securely

transmitted over untrusted networks.

(1) Add a server: Click Add Server. Set fields and click Save. A message indicating the configuration

has been saved is displayed.
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-
] [

% WLAN

% AC

A ap

@ Network

@ Security

A muthentication

© Optimization

Q Solution '

e ]
Multicast/Unicast
st
Multimedia Gateway

Antenna

Forwarding Mode

Parameter Description

Indicates the unique ID of a RadSec server. The value is an integer in
Radsec ID

the range from1to 255.
Server IP Indicates the IP address of the RadSec server.

Specifies the port ID of the RadSec server. The value range is from 1
to 65,535. The default value is 2,083.

Server Port

Specifies the TLS connection timeout. The value range is from 1to

TLS Timeout(s) )
1,000. The default value is 5.

(2) Edit a server: Click Edit behind a specified server. Modify the parameter values and click Save.

Radius Server Radsec Server

Edit Server

Redsec ID: | 10
Server IP: | 192.168.20.1
Server Port: | 2083

TLS Timeout(s): | §

Cancel Save

(3) Delete a server: Click Delete behind a specified server. If you need to delete multiple servers,

select the servers to be deleted and click Deleted Selected to batch delete them.
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Radius Server Radsec Server

-+ Add Servel] X Delete Selected ~Local Certificate Info @

D Server IP Server Port TLS Timeout(s) Action

10 192.168.20.1 2083 5 Edit

(4) Local certificate management: Click Local Certificate Info. The local certificate management
dialog box pops up. The icon on the right of Local Certificate Info shows the certificate loading
status. Select a certificate file and private key file. Enter the certificate password (if any). Click
Upload & Load. A message is displayed, indicating that the certificate is loaded successfully. The
PEM and PFX formats are supported. If the certificate file does not contain CA information, select
a CA file and click Upload & Load.

Radius Server Radsec Server

-+ Add Server X Delete Selected “Local Certificate Info @

D Server IP Server Port TLS Timeout(s) Gz O Dimelee O @8 O <
10 192.168.20.1 2083 5 Format: @ PEM O PFX
0~ Certificate
Private Key:
Password:
Upload & Load
CA:
Upload & Load
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6.1 Network Diagnosis

6.1.1 Network Diagnosis

Choose Diagnosis > Network Diagnosis > Network Diagnosis.

1. Connectivity Test

& Favorites (0]

¥s Network Diagnosis

-

Network Diagnosis

£ One-Click
Collection

W STA Teach

% Packet Capture

)|

Syslog

A WIDS

2 Alarm

2 Monitoring i# Config % Maintenance

Connectivity Test | Ping  Tracert

@ Port Status
© AC-AP Connection Status

1. Please check the WiFi/WLAN Settings. WiFi/WLAN Settings
2. Please check the port connected with the AP VLAN Settings

@ Internet Connection Status

1. Please check the route settings. Route Settings
2. Please check the network topology.

USER MANUAL AX SERIES CONTROLLERS

Detection Item

Description

Port Status

Checks whether any interface on the AC is in Up status.

AC-AP Connection
Status

Checks whether any AP connected to the AC goes online.

Internet

Connection Status

Checks the connectivity between the AC and external networks. Ping

the IP address of 8.8.8.8.
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@ Monitoring & Config % Maintenance

——— 1
% Favorites (0] Connectivity Test | Ping | Tracert

Dest IP/Domain Name:
% Network Diagnosis -

w Advanced Settings

Network Diagnosis

2 One-Click Source IP:

Collection
Timeout Interval(s): | 2
¥ STA Teach

Repeat Times: | §
% Packet Capture

Packet Size(Bytes): | 100
Bl Syslog Erted

A WIDS N Fragment: @ Enable

Parameter Description
Dest IP/Domain
Indicates the address or domain name to be pinged.
Name
Indicates the source address of ping packets, namely, the local interface
Source IP )
address of a device.
Timeout
Indicates the timeout duration.
Interval(s)
Repeat Times Indicates the number of data packets to be transmitted.
Packet Indicates the length of the data padding section in a data packet to be
Size(Bytes) transmitted.
Indicates the DF flag bit of an IP address. When the DF flag bitisset to 1,
Fragment o
data packets are not fragmented. The default DF flag bit is O.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) 107
Phone:+34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

'=’@ EKSELANS

3. Tracert

BY ITS USER MANUAL AX SERIES CONTROLLERS

A Monitoring # Config %% Maintenance

% Favorites (0] Connectivity Test ~ Ping | Tracert

Dest IP/Domain Name:

%  Network Diagnasis ~

Network Diagnosis

% Advanced Settings

£ One-Click
Collection

% STA Teach

% Packet Capture

]

Syslog

£ WIDS

0 Alarm

Source IP:

Timeout Interval(s): | 2

Parameter

Description

Dest IP/Domain

Indicates the tracert destination or domain name address.

Name

Indicates the tracert source address, namely, the local interface address
Source IP )

of a device.
Timeout Interval(s) Indicates the timeout duration.

6.2 One-Click Collection

Choose Diagnosis > One-Click Collection.

You can use the one-click collection feature to collect device fault information for troubleshooting.
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& Monitoring & Config 3 Maintenance

% Favorites @ | One-Click Collection

Note: One-Click Collection is used to collect fault information for troubleshooting.

One-Click Collection

%  Network Diagnosis »

Network Diagnosis

£ One-Click
Collection

% STA Teach

%) Packet Capture
= Syslog

A WIDS

L Alarm

6.3 Client Diagnosis

6.3.1 Key Packet Tracking

Choose Diagnosis > STA Teach > STA Teach.

This feature enables users to easily and quickly collect fault information, locate fault scope during
the go-online process of clients, and track key packets of the clients. Key packet tracking identifies
key packets and analyzes the key fields and meanings of the packets to determine whether the
interaction process of the protocol is normal. It enables users to collect fault information

conveniently and quickly and troubleshoot client faults in time, thus improving user experience.
Enable Wireless Packet Obtain: obtains packets on the wireless driver side.

Enable Full-Path Packet Obtain: obtains packets on the entire path that the packets pass through.

@ecwes AC = emontoing  ®Conig S Mo P R -

3 Favorites © | Key Packet Tracking

Note: Tris ¢ ed k key packsts in the proce: rline ar ne. it enables use lect client online fault information in 3 convenient and <ff ay, quickly locate client fault aries during the

% Network Diagnosis *

£ One-Click
Collection

W STATeach

Key Packet Tracking Mode:| Enable Wireless Packet Caj v |®

sable
" _— + Add Clients  + Add Onlinqi ST R e
A Packet Capture Enable Full-Path Packet Capture|
2 Syslog .

®

MAC Address Packets Action

# wiDs
No Data Found

(1) Add a client manually: Click Add Clients. Enter the MAC address of a client. Click Save. The
system verifies the validity of the MAC address. If the MAC address is valid, the client will be
added.
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(2) Select and add an online client: Click Add Online Client. Select an online client for packet

tracking.

Add Clients

Search by MAC Address v| |

1Pva  1Pv4

No Data Found

Show No:[10_v] Total Count0 KFrst <Pre Nex> Last [1][6o)

(3) Export packets: Click Export Packet behind a specified client. If all client packets need to be
exported, click Export All Packets to compress all the received packets into a .tar file and export

the file to users.

(@) Ave you sure you want to export
all packets?

o

(4) Cancel packet tracking: Click Cancel Detection behind a specified client.

6.4 Packet Obtaining

Choose Diagnosis > Packet Capture.

This feature is generally used to obtain packets to collect diagnostic data when problems occur
with after-sales devices.
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 Moinenance P R —
e Nam
= Set Caph t
+ Add Capture Point  + Add Rule

¢ STA Teach 0 Packet Capture Point Packet Capture Rule Interface Action

STA Teach

No Data Found

Packet Capture

Syslog " 10w 1 Go
& wWIDs .
0 Marm Advanced Settings

(1) Start packet obtaining: Edit the fields on the configuration page. Click Begin Obtain.

Note: The default file size, packet number and capture interval are 2M, 1024 and 10min respectively. Packet capture stops automatically when any of the settings is met.
File Name: | test

Set Capture Point
+ Add Capture Point + Add Rule

Packet Capture Point Packet Capture Rule Interface Action

No Data Found

¥ Advanced Setting

Storage Path: | tmp v @

File Size(M): | 2

Packets: | 1024

Capture Interval(Min):

0

Status: Waiting for Capture

Begin Capture

Parameter Description

File Name Specifies the name of the file to be saved.

Set Obtain Point Specifies the packet obtaining location.

Storage Path Specifies the storage path of the obtained packet file.

File Size(M) Specifies the buffer size.

Packets Specifies the number of packets to be obtained.

Obtain Interval Specifies the timeout duration. The packet obtaining is automatically
(Min) stopped when the timeout duration expires.

(2) Stop packet obtaining: During packet obtaining, click End Capture to stop packet obtaining.
(3) Download the file: Click Download File to download the obtained file to the computer.
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(4) Clear the file: Click Clear File to remove the obtained file from the device.

(5) Add a capture point: Click Add Capture Point. The configuration dialog box pops up. Configure

the parameters and click Save. A message indicating the point has been successfully added is

displayed.

Note: The default file size, packet number and capture int = =77 "==" "*7 °
Add Capture Point
File Name:|
"""""""""""""""" - Capture Paint Name:
Set Capture Point:
-+ Add Capture Point

Interface:

Packet Capture Poi
Capture Rule: | Add Rule

Rule Name:

) L2 Protocol: | any
Show No:| 10| T

Dest MAC:

rrrrrrrrrrrrrrrrrrrrrrrrrrrrr » Advanced Settings—- Sre MAC:

Status: Waiting for Capture “

Action

(6) Delete a capture point: Click Delete behind a specified capture point.

(7) Set rules for packet obtaining: Click Add Rule. The configuration dialog box pops up. Configure

the parameters and click Save. A message indicating the rule has been successfully added is

Add Rule

any

displayed.
Note: The default file size, packet number and capture interval are 2M, 1024 and 10min respectively. Packet capture stops automatically when any of the settings is met.
Add Rule
File Name: ‘
Set Capture Point: Capture Rule:
=+ Add Capture Point <+ Add Rule

Rule Name:

Packet Capture Point
L2 Protocol:
Dest MAC:
Show No.:[ 10 v | Total Count:0 Src MAC:

6.5 Log

6.5.1 Syslog

Choose Diagnosis > Syslog > Syslog.

You can configure the syslog feature to help after-sales and R&D personnel locate problems. Click

Export Syslog to download the syslog to the computer.
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e | Enable Syslog Logging: &

.

® One-Click | System Log (show log)
Callection

£ Upaate Log sackground Color: (] I B

6.6 Air Interface Detection

6.6.1 Rogue AP

Choose Diagnosis > WIDS > Rogue AP.

Rogue APs may exist on a wireless network. They may have security vulnerabilities or may be

controlled by attackers, seriously threatening the security of user networks.

The following page displays possible rogue APs that are identified after the containment feature is

enabled.

i

Containment Mode: | Contain APs not associate:~ | | Refresh Every One Minute »

SSID-based:

SSiD MAC Channel Rate{Mbps) RSS!

Mo Data Found

6.6.2 Spectrum Analysis

Choose Diagnosis > WIDS > Spectrum Analysis.

When the network quality is poor, the system can detect network interference and determine
whether interference exists on the network based on Real-time FFT, Spectrum Density, and other

spectrum diagrams. The interference information is recorded.
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3 2 Monitoring @ Config % Maintenance

T3 Favorites o Spectrum Analysis Tool

Instruction

& Note
To perform spectrum analysis, the AP must go online.

When you switch to view the spectrum analysis result of another AP, the real-time spectrum

analysis feature is automatically disabled and needs to be manually enabled.

Alarm

Choose Diagnosis > Alarm.

When alarm records exist on the system, the alarm clock icon in the upper right corner of the page
will be marked with a red number indicating the number of alarm types. Click the alarm clock icon

to jump to the Alarm List page and check detailed alarm information.

_ = ConfigWizard QA admin ~

Status Type Last Seen On Alarm Recards Action

No Data Found

0 v 1 [Ge)

The list displays an overview of various alarms, mainly including AP offline alarms, AP access failure
alarms, alarms about the number of AP/RF user access exceeding the threshold (90%), and AP
power saving alarms. The number of alarms of each type and the latest occurrence time of each
alarm type are also displayed. For example, if two APs go offline, the displayed number of this type

of alarm is 2.
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Click Unread. A confirmation dialog box is displayed, requesting you to confirm whether to mark
the record as a read one. If you confirm the operation, the number of alarms displayed in the upper
right corner decreases by 1. Click Details to display the alarm details. Click Delete to delete this type

of alarm.
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7 Maintenance

7.1 AC Management

7.1.1 AC Upgrade

Choose Maintenance > AC > AC Upgrade.

Or choose System Upgrade > AC Upgrade in the navigation bar to access the AC Upgrade page
quickly.

_ = ConfigWizard QS admin ~

[ Favorites @ ot 4 the comesponding firm .
T

B AC -
B | Device Upgrade -
Restart

| Patch Upgrade po not rastart

[Coue | uronce D

DNS
System

7.1.2 AC Restart

Choose Maintenance > AC > Restart.

Click Restart to restart the current AC.

wsamsorts AC = @ Monitoring & Config % Diagnosis

& Favorites (0] Note: Click Restart’ to restart the device. Please wait a few minutes and the page will be refreshed after restart.
& AC T
AC Upgrade

7.1.3 Configuration Management
Choose Maintenance > AC > Config MGMT.
1. Backup

You can back up the configuration file on the device and import or export configurations to

perform batch operations on the configurations, thereby facilitating user operations.

ITS Partner O.B.S S.L - Av. Cerdanyola 79-81 Local C
08172 Sant Cugat del Vallés - Barcelona (Spain) -”6
Phone:+34935839543 - info@ek.plus - www.ek.plus


mailto:info@ek.plus
http://www.ek.plus/

E k EKSELANS BY ITS USER MANUAL AX SERIES CONTROLLERS

Flle Mame: (OO | £xport Current Setiings | | Export AP-config Settings | | Export black-white-list-config

2. Restore

You can clear the configurations to restore the system to the initial state. You need to use the IP
address in the factory settings to access the web system. Restoring factory settings will delete all

configurations. Therefore, exercise caution when performing this operation.

@Montorng  @Confia % Digrasi

Restart Display Current Settings

3. Charset

The system charset can be set to GBK or UTF-8. The UTF-8 is used for the web system by default.
You are advised to keep the system charset on the SecureCRT or other client tools consistent with

the charset on the system. Otherwise, garbled and hybrid characters may occur.

J—

7.1.4 System Time

Choose Maintenance > AC > Systime.

You can set the system time of the time zone where the device is located so that the device

information is accurate.
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@ Monitoring @ Config % Diagnosis — % ConfigWizard Q2 admin -

Current Time: 2024-7-23 09:16:44

AC Upgrade

Time Zone: | UTC+0IGMT) v
Restart
f— Time Synchronization: [ Automatically synchranize with an Intemet time server(Please set DNS Server first, otherwise the system time will not be synchronized.)
ountry
Syslog
DNS

7.1.5 Country Code

Choose Maintenance > AC > Country Code.

You can set the country or region where the device is located. The required RF band, channel, and

power are subject to different countries or regions.

AC Upgrade

License
Config MGMT

Systime

Syslog

7.1.6 Log Server

Choose Maintenance > AC > Syslog.
The device can be configured to send local logs to the server for storage and easy query.

@Monitoring @ Config % Diagnosis

Local Logging: ERK )

AC Upgrade Server P
Restart _ -
Logging Level informational (6) v
License
Config MGMT Save
Systime
Country Code
NS

7.1.7 DNS

Choose Maintenance > AC > DNS.

To implement dynamic domain name resolution, a DNS server must be configured.
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EKSELANS = 2 Monitoring & Config Yy Diagnosis

W Favorites (0]
DNS Server 1: +
AC Upgrade
Restart
License

Config MGMT
Systime
Country Code

Syslog

[ DNS l

7.2 AP Management

7.2.1 AP Upgrade

Choose Maintenance > AP > Upgrade.

Multiple APs can be managed on the AC through the web system, which is quick and convenient.

, Upload Flrmware Auto Upgrade: ? Manusl Upgrade <& Progress AP-name-based: [ Reset

AP Name Model MAC Firmware Version Action

No Data Found

(1) Search for an AP: If there are many APs on the page, you can search for a specified AP by the AP

name in the upper right corner of the page. Click Reset to clear the content in the search box.

2 Upload Firmware Auto Upgrade: ® Manual Upgrade < Progress AP-name-based
0 APName Model MAC Firmware Version Action
No Data Found
10 v 1

(2) Automatic upgrade: You can toggle on Auto Upgrade. The AP will be automatically upgraded

to the latest version when a later version is available.

@& Note

Before upgrading APs on the AC, ensure that the APs can ping each other. Otherwise, the

distributed upgrade may fail, which may prolong the upgrade process.
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(3) Single AP upgrade: Click Upgrade next to an AP. Upload the AP upgrade file and click Upgrade.

(4) Manual upgrade: Click Manual Upgrade to access the Manual Upgrade page.

Manual Upgrade X

Serial: | ap_serial_0

Firmware: * Select firmware bin
Model vi*®
Hardware Version: | 1x ~| * Enter a hardware version
Series Model Firmware Version Hardware Version Action
No Data Found
10w 1 ||Go]|

7.2.2 Bandwidth Control

Choose Maintenance > AP > Bandwidth Control.

By configuring the upgrade group and limiting the upgrade bandwidth, sufficient bandwidth is
reserved when the AP is being upgraded, so that network performance will not be greatly affected

by the AP upgrade.

_ = ConfigWizard QA admin *

+ Add Upgrade Group X Delete Selected

S AP . Upgrade Group Name Member AP Action

No Data Found

(1) Add an upgrade group: Click Add Upgrade Group. Edit the fields in the pop-up dialog box. Click
Save. A message indicating the configuration has been saved is displayed. The newly added

upgrade group is displayed in the upgrade group list.
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Note: To canfigure upgrade groups snd limit upgrade bandwidth leaves sufficient bandwidth for AP upgrade and smooth service.

+ Add Upgrade Group| X Delete Selected

O  Upgrade Group Name Member AP Action

No Data Found

— Add Upgrade Group X S
Show No:[ 10 +| Total Count:0 KFirst <Pre Next> Lastd [ 1
pgrade Group Name:
Concurrent APs: | §

Upgrade Bandwidth(kB):

Member AP:

Cancel ] Save
Parameter Description
Upgrade Group Name Specifies the name of an upgrade group name.
Concurrent APs Specifies the number of APs being upgraded concurrently.

Upgrade Bandwidth(kB) Specifies the bandwidth for AP upgrade.

Member AP Specifies the member APs in the upgrade group.

(2) Delete an upgrade group: Click Delete next to an upgrade group. Click OK in the pop-up dialog
box.

(3) Edit an upgrade group: Click Edit next to an upgrade group. The pop-up dialog box displays the
information about the upgrade group. You can edit the information. Click Save. A message

indicating the configuration has been saved is displayed.

7.2.3 AP Restart/Restore

Choose Maintenance > AP > Restart & Restore.

Restart online APs or restore them to factory settings.

AC =  @Monitaring @ Config % Diagnosis
S A - AP Name AP Group P MAC Status Action
Upgrade
No Data Found
Bandwidth Control
|:| 10~ 1| [Ge
AP Locatior

(1) Restart the AP: Click Restart AP next to an AP. If multiple APs need to be restarted, select the
APs and click Restart AP.
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(2) Restore factory settings: Click Restore Factory Settings next to an AP. If multiple APs need to

be restored to factory settings, select the APs and click Restore Factory Settings.

7.2.4 AP Location

7.3

Choose Maintenance > AP > AP Location.

When the AP Location feature is enabled, the system LED on the AP flashes to help locate the AP.

If an AP goes offline, an attempt to enable or disable AP location will fail.

o —

@ Enable Location @ Disable Locaticn Search by AP Name

AP Name FiRAPH w» mac Location Model Status Location Lamp

No Data Found

Restart & Restore

& system

Enable/Disable AP location: Click the location icon next to an AP to enable/disable the AP Location
feature. If the AP Location feature needs to be enabled/disabled for multiple APs, select the APs

and click Enable Location Disable Location.

System

7.3.1 Web Management

Choose Maintenance > System > Web Management.
1. Admin Password

To enhance the system security and information interaction security, you are advised to change the

default password of the system.
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EKSELANS B H= & Monitoring # Config % Diagnosis

[# Favorites o Admin Password | Basic Settings ~ Permissions  webAcl  Web Logo
B AC s Username: admin
& AP . Old Password:

| & System T | New Password:

Web Management
Web Management )
l _ l Confirm Password:

Telnet

Web Console
Open API

SNMP

CWMP

2. Basic Settings

To facilitate device management, you can enter the device location on the Basic Settings page.
Set the values of Web Access Port and Login Timeout. When the login times out, the web page
will be automatically exited. If the device supports the login limit, you can set the maximum

number of users who can log in to the device simultaneously using the same account (the default

maximum number is 10).

mseavse s AC &= A Monitoring & Config s Diagnosis

O Favorites o Admin Password  Basic Settings ~ Permissions  webAcl ~ Web Logo
o AC R Web Access Port: | 443
&S AP , Login Timeout: | 30 min A

| @ System T I Device Location;

Web Management |
I - - Access Redirection: HTTP Redirection to HTTPS

Telnet

Web Console
Open AP

SNMP

CWMP

3. Permissions

Multiple administrators can exist on one system. Administrators of different levels have different

management permissions. The default user of the system is admin.

(1)  Administrator permissions (hierarchical and decentralized management): Multiple users can
exist on one system, and users can be grouped. Different user groups can be granted with
different permissions for WLANs, APs, and AP groups, so that users in different groups have

different permissions for WLANSs, APs, and AP groups.
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Enable/Disable hierarchical and decentralized management: To enable the hierarchical and

decentralized feature, toggle on the switch.

Admin Password  Basic Settings  Permissions  webAcl  Web Logo

Permissions Granting Settings

-
pemissions Grnting: ( Yo

Add a role: Adding a role includes three steps: role adding, AP authorization, and Wi-Fi

authorization. You can assign permissions to one role at a time.

Common administrators who belong to this role will have all AP and Wi-Fi permissions for this role.
They have no permissions for other APs and Wi-Fi networks to which this role is not allowed to

access.

Admin Password  Basic Settings  Permissions  webAd  Web Logo

Add Role

Grant AP permissions:

Admin Password  Basic Settings  Permissions ~ webAcl  Web Logo ‘

| Note: Permissions Granting is disabled by default. I it s disabled, all i have AP and WiFi permi Ifitis enabled, all admini have AP and WiFi permissions based on configuration except super administrator
| Permissions Granting: Disabled[Enable]

+ Add Admin X Delete Selected Username-based: [:
O Username + Role + Action
=]
O [ test B X
No Data Found
Show No.: Total Count0 KFirst <Pre Next> Lastdl [1]
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Roletest Grant AP Permissions

Note: If you want to edit or add sase go 1o AP Settings
AP Group Name: All AP Groups
AP Group
To Grant AP Permissions Zs Revoke
- Al AP Groups
. AP Name
Default Forbidden
test No %
15w

Grant Wi-Fi permissions:

Admin Password  Basic Settings  Permissions  webA

MNots: Permissions Grantin
Permissior ing: Disabled(Enable]

+ Add Admin X Delete Selected

Role Delete

Username
- (] Super Admin
10 v
Roletest Grant WiFi Permissions
Note: plesse go to WLAN/WIFI Settings
7 Grant WiFi Permissions % Revoke
01 ssID Permissions Granted

No Data Found

4. Web Access Permission Management

USER MANUAL AX SERIES CONTROLLERS

Search by AP Name v

Permissions Granted

No Data Found

Username-based:

Role

No Data Found

SSID-based:

Action

Action

[ [N

Action

This feature is used to manage login permissions for the web system. When Deny Access to Web

is enabled, the web system cannot be logged in to.

= Monitoring

@ Config

% Diagnosis

Admin Password Basic Settings ~ Permissions Web Logo

Note: If you enable this feature, all clients except those in the network whitelist will be denied access to Web. Please verify the settings.

[ Favorites [o]
G AC

Deny Access to Web:
S AP .

@ System -

Web Management

Telnet

Web Console
Open API
SNMP

CWMP
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5. Web Logo

With this feature, you can customize the login page of the web system and the logo in the upper

left corner of the menu.

7.3.2 Telnet

Choose Maintenance > System > Telnet.

The Telnet feature enhances the system security and information interaction security. The Telnet
and SSH services can be enabled/disabled and the password can be configured on the Telnet

configuration page.

7.3.3 Web Console

Choose Maintenance > System > Web Console.
You can send CLI commands through the web console.

&  @Monitoring  SConfig % Diagnosis | (TN
. o

7.3.4 SNMP

Choose Maintenance > System > SNMP.
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Simple Network Management Protocol (SNMP) provides a method for collecting network
management information from devices on the network. It can be used to manage a large number

of network devices.

@ Monitoring @ Config  Diagnosis 3% Maintenance — = ConfigWizard QR admin *

7.3.5 CWMP

Choose Maintenance > System > CWMP.

The CWMP protocol is the CPE WAN Management Protocol. The server can manage, configure,

and monitor devices such as ACs, APs, or switches through this protocol.

Through configuration, the device can be connected to and managed by a cloud platform or other

servers.

@ Note

When connecting to a server through the CWMP protocol, you need to configure the correct DNS
server so that the device can correctly resolve the server's domain name. Therefore, check

whether the DNS server is correctly configured.

@ Monitoring @ Config @ Diagnosis — O 2 e
[ Favorites © o s the CPE Wi
Note: ¥ v o
s AP . Advanced Settings
& System -
Server URL

Web Management

Telnet

Web Console

Device URL: | hittpi//10.52.24.237:7547/ (DY

: e e

Device Password:

CPE Inform Interval(sk: | 300

Parameter Description

The CWMP switch is used to enable/disable
the CWMP feature.

CWMP
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Server URL Specifies the IP address of the server.

Specifies the server username, which can be
Server Username o
used for verification.

Specifies the server password, which can be
Server Password

used for verification.

Specifies the device URL, which can be used
Device URL to actively connect to the server on the same
LAN.

) Specifies the device username, which can be
Device Username o
used for verification.

Specifies the device password, which can be
Device Password o
used for verification.

Specifies the interval for connecting to the
CPE Inform Interval(s) server, namely, the interval of heartbeat

packets.
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